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About Loss Prevention Analytics

Loss Prevention Analytics is an analytical tool that enables you to get a clear view of retail operations,
identify and reduce the number of errors and theft. Loss Prevention Analytics combines different sources
of information, such as transactional and video data, analyzes it, sets rules and produces documentation
and reports. You can then work with these reports to get detailed information about the store

operations in the real time and in the past.
Loss Prevention Analytics can help you to:

e Discourage theft with verifiable proof
e |dentify employee training issues
e Quickly verify transactions, risk events and employee claims
Loss Prevention Analytics provides you with access to accurate and timely data from any Internet-

connected device. You can drill down into reports, view the associated video footage and filter data by

date, location, employee, item, event and type of transaction.
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To be able to use Loss Prevention Analytics, need to have PJR file processing enabled for cash
registers. For details, see Enabling PJR Files.
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To work with Loss Prevention Analytics, you need to perform the following activities:

1. Subscribe one or more locations of your account to Loss Prevention Analytics. For details, contact

Petrosoft representative.

2. Set up the LPA infrastructure at the subscribed location(s). For details, see and LPA Settings

Console.

3. Once the infrastructure is up and running, LPA starts collecting data and producing reports. You

can use LPA reports to drill down to retail operations. For details, see LPA Reports and LPA Events.

© Petrosoft, LLC. All rights reserved. Confidentiality level—Public use -4 -



LOSS PREVENTION

User Guide / Version 2.4

A N A LY T I C S

LPA Settings Console

Petrosoft offers the Loss Prevention Analytics (LPA) settings console— a web-based tool that helps

simplify the LPA infrastructure setup and monitoring. The settings console is intended for LPA installers

and Petrosoft customers, allowing them to quickly check the state of LPA devices and identify

connection and operational problems on their own, without addressing the Petrosoft Support Team.

Using the Loss Prevention Analytics Settings Console, you can:

e Monitor the health of the LPA infrastructure and ensure all its components are up and running

e Check the LPA device settings and update them if necessary

e Quickly set up new workstations and cameras through a web interface

@ LOSS PREVENTION
RFNCIA LT 106 08

£ SETTINGS v

Cameras

Camera 1
192.168.1.221

Storage
Network attached
storage:

Disk space:

IP address:

Station: Cochran

Camera 2
192.168.1.222

Buffalo ANY

— 010 TB of 1.97 TB
available

192.168.1.6

SUMMARY

Camera 3 Camera 4
192.168.1.223 192.168.1.224

Network

® DOWNLOAD 63.45Mbps

@® UPLOAD 91.37Mbps
Last update: 2019-11-18_03-00-34

Cloud video access:  Enabled
Local DC IP: 192.168.1.220

Public DC IP: 71.245.181.26

JSON

To start working with the LPA Settings Console, you need to log in to it. You can then perform the

following activities:

e Configure LPA device settings

e Monitor the health of the LPA infrastructure

Accessing the LPA Settings Console

You can access the LPA Settings Console in two ways

e From the LPA module in Petrosoft Cloud

e Over adirect link
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Accessing the LPA Settings Console from the LPA Module

To access the settings console from the LPA module in Petrosoft Cloud:

1. Log in to CStoreOffice® using your Petrosoft Cloud account.

2. In CStoreOffice®, click the product switcher and select Loss Prevention Analytics.

) CStoreOffice:

Product Info
Management

3. In the main menu of the LPA module, click Settings.

G) LOSS PREVENTION &
SETTINGS WORKFLOWS
et Risk Event Chronicles
Risk Event Chronicles Saved Filters ~ At & Thursday, May 21,2020, 1200 AM - 11:59PM  ~  Saye Share Reset
Risk Event Chronicles
Events Chronicles by Total Sales:
Locations
$398.72
Events Chronicles by
Employses
Seiash Deportments o~
Risk Event Rating Age Restricted Sales 18
Cash Control 5]
Video Journal
Discounts 1
Woids & Cancels 0

4. In the list of locations, click Open next to the location whose LPA settings console you want to

open.
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Dashboard
Risk Event Chronicles
Risk Event Rating

Video Journal

Locations

WORKFLOWS

e @

Use the Open button in the list below to log in to the LPA Dashboard on & particular Business Unit's DC-401 and adjust semings, check status and

more.

Location

Cochran

Highland

Banksville

Interboro

Frankstown Sunoco

Dashboard Link

en

en

en

Result: The LPA settings console for the selected location opens.

@ EONSS‘PLRE,.VgN,TI?h! i= LPA Status

£ SETTINGS

W

Station: Cochran

= Account: Greyhound
mll STATUS DASHEOARD

MANUALS v Cameras

Storage

Network

SUMMARY

JSON

Accessing the LPA Settings Console over a Direct Link

You can access the LPA settings console over a direct link:

In case you are redirected to the Petrosoft Cloud sign in page, log into Petrosoft Cloud again

using your Petrosoft Cloud account.

1. On the computer, open a web browser and in the address line, enter the DC Box IP Address as it is

displayed in the image below.

© Petrosoft, LLC. All rights reserved. Confidentiality level—Public use



LOSS PREVENTION User Guide / Version 2.4

A N A LY T I C S

Enter the following URL:
htto/&<dcbox _ip>/lpa,

where <dchox ip> is the IP
address of the DC Box.

x  +

CcC 10 | @ http://10.10.0.3/1pa

2. Log in to the settings console using one of the following accounts:

o Your Petrosoft Cloud account.

o The installer account. By default, the installer account has the following credentials:
e Username: admin
e Password: SWHH3g

Configuring LPA Device Settings

The settings of LPA infrastructure components are aggregated in the Settings view of the settings

console. To access the Settings view, in the left pane of the settings console, click Settings.

LOSS PREVENTION i= Settings
...... < s
| £ SETTINGS A |
General LPA Settings
Video file duration (in seconds)
300 ®
CAMERAS
Video offset (in seconds)
STORAGE 16 °
BS  STATUS DASHBOARD b 1 Fa
71.245.181.26 12501
MANUALS v DCLAN IP Port
192,168.1.220 12501
SAVE SETTINGS
B weour

LPA automatically detects devices in the LPA infrastructure and displays the device settings in
corresponding sections of the Settings view. You can check the settings and update them if necessary.

Once you save the updates, LPA validates the configured parameters and sends the changes to the DC

Box configuration.
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The settings console allows you to work with the following settings:

e General settings
e Camera settings

e Storage settings
Configuring General Settings

The General section of the Settings view allows you to configure settings that relate to LPA video

streams and the DC Box set up at the location.
You can view and configure the following settings:

e Video file duration: Specify the duration of video files created by LPA (in seconds). The

recommended video duration is 300 seconds.

e Video offset: Specify an offset before transaction time in a video (in seconds). For example, if you
set the offset to 15 seconds and a sales transaction occurs at 10:30:15 AM, the video capturing the

transaction will start 15 seconds earlier, at 10:30:00 AM.

e Public IP and Port: Specify the public IP address of the DC Box set up at the location and the port
over which LPA communicates with the DC Box in the public network. By default, port 12501 is

used.

e DC LAN IP and Port: Specify the IP address of the DC Box and the port over which the LPA

communicates with the DC Box in the local area network. By default, port 12501 is used.

LOSS PREVENTION = Settings
c s

AAAAAAA

£ SETTINGS A~

GENERAL

CAMERAS

General LPA Settings

Video file duration (in seconds)
300

Video offset (in seconds)

NAS 15
BE  STATUS DASHBOARD Public IE Part
24.239.228.32 12501
MANUALS M DC LAN IP Port
192.168.1.220 12501

Configuring Camera Settings

The Cameras section of the Settings view allows you to configure settings of LPA cameras. You can

perform the following activities:
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e Change video streams in camera slots
e Update camera settings
e Add and delete workstations

e Add and delete cameras

Changing Video Streams in Camera Slots

By default, when you access the Cameras section for a location for the first time, LPA automatically

creates and displays the first workstation in the settings console. LPA detects all cameras available in the

network and displays the first four cameras in camera slots for this workstation (cameras are listed by

IP addresses). The video streams from the cameras set in the video slots are recorded in the

LPA infrastructure and presented in the LPA video journal and in the LPA Settings Console.

O kONSSAPE%E"Vg NITIPI\ﬁ H LPA Status

£ SETTINGS ~
Station: Cochran

GENERAL

SUMMARY JSON

CAMERAS

Cameras

NAS

BS  STATUS DASHBOARD

MANUALS v

Camera 1 Camera 2 Camera 3
192.168.1.221 192.168.1.222 192.168.1.223

Camera 4
192.168.1.224

If necessary, you can change video streams in video slots, that is, select video streams from which

cameras must be recorded and demonstrated in the LPA video journal and settings console. To do this,

use the back and forward buttons displayed over the video slot. Once you click the button, LPA switches

to the camera having the next or previous IP address in the list.

Cameras by Workstation

Set Manually

Workstation: 102

ADD CAMERA

ADD WORKSTATION

DELETE

Camera 1 = Camera 2 =
(& Cashier ® Customer
192.168.1.225 192.168.1.226

© Petrosoft, LLC. All rights reserved. Confidentiality level—Public use

_10_



LOSS PREVENTION

User Guide / Version 2.4

A N A LY T I C S

For example, in the video slot, the video stream from the camera with IP address 192.168.1.225 is

displayed. To change the video stream to the camera with IP address 192.168.1.226, click the forward

button. To change the video stream to the camera with IP address 192.168.1.224, click the back button.

Updating Camera Settings

If necessary, you can update settings of a specific LPA camera set up at the location.

To update camera settings:

1. In the Camera Settings section, at the bottom right of the necessary camera slot, click the settings

icon.

2.

Cameras by Workstation

Workstation: 1

Set Manually

ADD WORKSTATION

DELETE

Camera 1 Camera 2 = Camera 3 Camera 4 =
@ Cashier @ Customer @ Lottery @® Counter
192.168.1.221 182.168.1.222 192.168.1.223 192.168.1.224

In the Camera pane to the right, view and update the following settings:

o IP: Specify the IP address of the camera. By default, LPA automatically discovers IP addresses of

all cameras in the network and displays them in the IP addresses list. You can also enter the

IP address for the camera manually. To do this, select the Set Manually check box and in the IP

field, enter the IP address.
o Login: Specify the user name to connect to the camera.
o Password: Specify the password to connect to the camera.

o Manufacturer: Select the camera manufacturer.

© Petrosoft, LLC. All rights reserved. Confidentiality level—Public use

_11_



LOSS PREVENTION User Guide / Version 2.4

A N A LY T I C S

3. At the top of the Camera pane, click Done to save the changes.

Camera 1
Cashier

192.168.1.221

[ set Manually

Login

admin

Password

........ Q
Manufacturer

HIKVISION v

Adding and Deleting Workstations

LPA cameras are grouped by workstations. There can be no more than four cameras in one workstation.

If you have more than one workstation set for the location in CStoreOffice®, you can add workstations

in the LPA Settings Console.
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To add a workstation:

1. At the top right of the Camera Settings section, click Add Workstation.

i2  Cameras Settings SAVE SETTINGS

Cameras by Workstation ADD WORKSTATION

Workstation: 1 Set Manually DELETE

Camera 1 = Camera 2 =% Camera 3 = Camera 4 =
@ Cashier ® Customer @ Lottery ® Counter
192.168.1.221 192.168.1.222 192.168.1.223 192.168.1.224

Result: A new workstation is added at the bottom of the section.

2. In the Workstation field, specify the name for the new workstation. By default, LPA automatically
discovers all workstations registered in CStoreOffice® and displays them in the list. You can also
enter the workstation name manually. To do this, select the Set Manually check box and in the

Workstation field, enter the workstation name.

3. At the top right of the Camera Settings section, click Save Settings.

To delete a workstation from the settings console, to the right of the workstation, click Delete and

confirm deletion. Note that cameras added to the workstation are deleted as well.
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i= Cameras Settings

Cameras by Workstation

Workstation: 1

Camera 1 =
@ Cashier
192.168.1.221

Set Manually

Camera 2 = Camera 3
® Customer @ Lottery
192.168.1.222 192.168.1.223

SAVE SETTINGS

ADD WORKSTATION

Camera 4
® Counter
192.168.1.224

il

Adding and Deleting Cameras

You can add and delete cameras from workstations in the settings console. To one workstation, no more

than four cameras can

To add a camera:

be added.

1. Under the necessary workstation, click Add Camera.

Workstation: 102

Camera 1
@ Cashier
192.168.1.225

Set Manually

DELETE

= Camera 2 =
® Customer
192.168.1.226

ADD CAMERA

2. In the Camera pane to the right, specify the following settings for the camera:

o IP Address
o Login

o Password

o Manufacturer

3. At the top of the Camera pane, click Done to save the changes.

© Petrosoft, LLC. All rights reserved. Confidentiality level—Public use
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To delete a camera, at the bottom right of the camera slot, click the settings icon and at the top of the

Camera pane, click Delete. Then confirm the camera deletion.

Camera 4
Counter

ESEEE o

1P
192.168.1.224 v

O set Manually

Lagin
admin

Password

Manufacturer
HIKVISION b

Configuring Storage Settings

The Storage section of the Settings view allows you to configure settings for the NAS device on which

LPA video files are stored.

The Storage section provides access to both general and advanced NAS device settings. To view all
settings, including advanced ones, at the top right of the section, set the Advanced toggle to the On

position.
You can view and configure the following settings:

e NAS IP: Specify the IP address of the NAS device.
e NAS user name: Specify the user name to connect to the NAS device.

e NAS password: Specify the password to connect to the NAS device. To view the password, to the

right of the NAS password field, click the eye icon.

Shared folder: The name of the shared folder on the NAS device where LPA video files are stored.

Protocol: The data transfer protocol used by the NAS device — SCP, NFS or Samba.

© Petrosoft, LLC. All rights reserved. Confidentiality level—Public use - 15 -
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0 LOSS PREVENTION
RN LT

£ SETTINGS A~
GENERAL

CAMERAS

STORAGE

BE  STATUS DASHROARD

MANUALS v

B wecour

Settings

Network Attached Storage Settings

NAS [P
192.168.14

INAS user name
admin

MNAS password
Shared folder
share

Protocol

SMBv1 -

Advanced Mode @

Monitoring the LPA Infrastructure

To get information about the LPA infrastructure health and status of its components, you can use the

Status Dashboard view of the LPA Settings Console. To access the view, in the left pane of the

LPA Settings Console, click Status Dashboard.

0 LOSS PREVENTION
AR CRET 1Gs

£ SETTINGS v

B3  STATUS DASHBOARD

MANUALS o

Station: Cochran

ount: Greyh

Cameras

Camera 2
192.168.1.222

Camera 1
192.168.1.221

Storage

Network attached
storage:

Buffalo ANY

Disk space: —— 0,10 TB of 1.97 TB

available

IP address: 192.168.1.6

Camera 3
192.168.1.223

Network

® DOWNLOAD 63.45Mbps
® UuPLOAD 91.37Mbps

SUMMARY

Camera 4
192.168.1.224

Last update: 2019-11-18_03-00-34

Cloud video access:  Enabled
Local DC IP: 192.168.1.220

Public DCIP: 71.245.181.26

JSON

The Status Dashboard view presents LPA metrics in two sections:

e Summary: Use this section to get summary information about the LPA infrastructure visualized in

widgets.

e JSON: Use this section to learn about component statuses returned by the LPA API.
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Working with the Summary Section

The Status section of the Status Dashboard view in the LPA Settings Console offers a set of widgets
that allow you to monitor the health of the LPA infrastructure components and check the status of LPA
systems and services. To access this section, in the left pane of the settings console, select Status
Dashboard.

0 LOSS PREVENTION 3
LNAS AT 156 S Station: Cochran SUMMARY JSON

£ SETTINGS v

B3  STATUS DASHBOARD

MANUALS ~

Cameras ~

Camera 1 Camera 2 Camera 3 Camera 4
192.168.1.221 192.168.1.222 192.168.1.223 192.168.1.224
Storage e A Network A
Network attached Buffalo ANY (® DOWNLOAD 63.45Mb ps
storage: @® upLoAD 91.37Mbps
Disk space: — ()10 TB of 1.97 TB Last update: 2019-11-18_03-00-34
ayailable Cloud video access:  Enabled

IP address: 192.168.1.6

Local DC IP: 192.168.1.220

Public DC IP: 71.245.181.26

Using the widgets, you can:

Watch videos from LPA cameras set up at the location

Check the storage space on the NAS device

Check the network connection

View the video recycling data

View the system information

Check the status of LPA services

View the list of LPA devices

If you do not want to see data in some widget in the settings console, you can collapse this widget.
To do this, at the top right of the widget, click the arrow icon.

Watching Video from LPA Cameras

In the Cameras widget, you can watch videos from cameras set up at the location. The list of cameras
from which videos are demonstrated can be configured in the Camera Settings section. For details, see

Changing Video Streams in Camera Slots.
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Cameras A

Camera 1 Camera 2 Camera 3 Camera 4
192.168.1.221 192.168.1.222 192.168.1.223 192.168.1.224

Checking the Storage Space
In the Storage widget, you can view metrics related to the NAS device set up in the LPA infrastructure:

e Network attached storage: The name of the NAS device
e Disk space: How much free storage space is available on the NAS device

e IP address: The IP address of the NAS device

If necessary, you can update the NAS device settings. To do this, at the top right of the widget, click the
three dots icon and select Configure storage. You can then set up the NAS device as required. For

details, see Configuring NAS Settings.

Storage Configure storage

Network attached Buffalo ANY
storage:

Disk space: — (.10 TB of 1.97 TB
available

IP address: 192.168.1.6

Checking the Network Connection

In the Network widget, you can view metrics related to the network connection in the LPA

infrastructure:

Download and Upload: The data download and upload speed in the LPA infrastructure

Cloud video access: The status of access to videos in the cloud

Local DC IP: The IP address of the DC Box in the local area network

Public DC IP: The IP address of the DC Box in the public network

The LPA Settings Console updates the download and upload metrics periodically. To see the current

network speed, at the top right of the widget, click the three dots icon and select Speed test.
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Network Speed test

® DOowNLOAD 61.81Mbps (® UPLOAD 90.84Mbps
Last update: 2019-11-18_06-53-56

Cloud video access: Enabled
Local DC IP: 192.168.1.220

Public DC IP: 71.245.181.26

Viewing Video Recycling Data

In the Video recycling widget, you can view how much space is taken by video files of different

transaction types on the NAS storage. The widget presents a pie chart visualizing the storage space data

and metrics by categories.

Video recycling ~
Disk space taken by video files by type of transaction.

Risk and Common videos will replace Unattached and
Unknown to save storage space.

Common: 0.985TB |
Sale, Shift 50.13%
Open/Slose, Pay In

etc.

Risk: 0.055TB |
Refunds, Voids, 2.78%
Cancels, Safe Drop,

No Sale etc.

Unattached: 0.811TB |

Not attached to any  41.27%
transaction.

Unknown:
Have not been 0.81%
processed yet.

Viewing the System Information

In the System Information widget, you can view general information about the LPA infrastructure:

e OS: The operating system installed on the DC Box
e Version: The operating system version
e RAM: The total amount of memory available

e Available: The free amount of memory

© Petrosoft, LLC. All rights reserved. Confidentiality level—Public use
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e Memory usage: The rate of memory resources usage

e CPU usage: The rate of processor resources usage

System Information ~
0s: Linux

Version:  #168-Ubuntu SMP Wed Jan 16 21:00:45 UTC 2019
RAM: 1.79Gb

Available: 0.80Gb

Memory 56.94%
usage:
CPU 93.00%
usage:

Checking the Services Status

In the LPA Service Status widget, you can view the list of all LPA services and their statuses.

If necessary, you can restart LPA services from the settings console. To do this, at the top right of the

widget, click the three dots icon and select Restart Services.

LPA Services Status

Restart Services

Service Name Description Statu

Ipa-capture Capture video Running
from IP cameras.

Ipa-nas-mount Detect and Running
connect the NAS
to the file system.

zabbix-agent Agent of Zabbix Running
monitoring
system.

Ipa-nas Indexing video Running

files and copying
them to a NAS.

|pa-transport Sending Running
information about
video files and
events to CSO.

transport_status Status of sending  Running
video to CSO.
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Viewing the Devices List

In the Devices in the Network widget, you can view the list of all devices set up in the
LPA infrastructure. For each device, the following information is reported:

e MAC-address: The device MAC address

e MAC vendor: The device vendor

e |P: The IP address of the device

Devices in the Network ~
MAC-address MAC vendor P =
00:1a:64:3e:ef:37  Ibm Corp 10.210.140.12
28:57:be:dcaaidf  Hangzhou 192.168.1.221
Hikvision Digital
Tech Co, Ltd
28:57:be:dc:aa:78  Hangzhou 192.168.1.224
Hikvision Digital
Tech Co, Ltd
28:57:be:dcaai85  Hangzhou 192.168.1.223
Hikvision Digital
Tech Co, Ltd
60:84:bd:a3:3c:6e  Buffalo.Inc 192.168.1.8
c4:2f.90:2a:90:8b  Hangzhou 192.168.1.222
Hikvision Digital
Tech Co, Ltd

Working with the JSON Section

Beside the Summary section in the settings console, you can use the JSON section to get detailed
information about the components in the LPA infrastructure. The JSON view presents the statuses of LPA
devices returned by the LPA API. To switch to this section, at the top right of the Status Dashboard
view, select JSON.
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0 LOSS PREVENTION
ARG RS 1Gs

£ SETTINGS v

MANUALS ~

192.168.1.221

Storage

Station: Cochran

ount: Greyhound

Cameras

Camera 1 Camera 2

192.168.1.222

Network attached Buffalo ANY

storage:

Disk space: — (.10 TB of 1.97 TB
available

IP address: 192.168.1.6

SUMMARY JSON

Camera 4
192.168.1.224

Camera 3
192.168.1.223

Network

® DOWNLOAD 63.45Mbps

@® uwpLoaD 91.37Mbps

Last update: 2019-11-18_03-00-34
Cloud video access:  Enabled
Local DC IP: 192.168.1.220

Public DCIP: 71.245.181.26

In the JSON section, all metrics are presented as a list grouped by LPA systems. You can view the metrics

for the following systems:

e nas

e services

e networkdevices
e transport

e cameras

e network

e networkspeed

To drill down into a specific system, click it in the list.

O LOSS PREVENTION
AR L AT

Station: Cochran

£ SETTINGS ~ 1t Greyhound
GENERAL
LPA JSON Data
CAMERAS v root: {} 7keys
» nas: {} 14 keys
NAS » services: {} Skeys
» networkdevices: {} 3 keys
= v transport: {} 5 keys
transport_status: true
not_fully_functional_description: ™"
MANUALS v is_fully_functional: true
description: "Status of sending video to CSO."
success: true

v

v

v

cameras: {} 3 keys
network: {} 7 keys
networkspeed: {} 4 keys

SUMMARY JSON
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LPA for Age Verification

Age-restricted sales must be thoroughly monitored to prevent the revocation of the liquor, tobacco,

and cigarettes licenses on the gas stations and convenience stores.

With Loss Prevention Analytics, you can easily set up the cash registers and monitor age-restricted sales

on a regular basis.

Follow the procedure below, to learn the step-by step instructions on how to set up, configure and start

using the Age Verification feature in Loss Prevention Analytics.

STEP 1: CONFIGURE CASH REGISTER.

For more information on how to configure the Verifone Ruby?2 cash register, see Setting Up Verifone

Ruby?2 for Age Verification.

STEP 2: SET UP CASHIER'S CREDENTIALS.

Each cashier should have personal credentials configured properly. It is required to track the age-

restricted sales accurately.

For more information on how to set up cashier's credentials, see Setting Up Cashier Credentials.

STEP 3: MONITOR AGE-RESTRICTED SALES.

It is strongly recommended for managers at the stations to use Loss Prevention Analytics as daily

manager's workflow.
For more information on how to monitor age-restricted sales, see Monitoring Age-Restricted Sales.
Setting Up Verifone Ruby?2 for Age Verification

To set up the age verification feature support on the Verifone Ruby?2 cash register:
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1. Open the Verifone Ruby?2 console and log into it.

Petroleum/C-5tore Control Center

Sign In

User Mame |manag&r |

Password

Forgot Password 7
Language | English (U3) v

h\/eril:'om

THE WAY T

2. Check the controller's base version.

3. Configure age verification for the sales operations.

a. From the main console menu, go to Store Operations > Sales.

Security Iniia.lSe‘I.pISlnreOpaa‘hnsI Promos and Discounts  Forecourt  Devices  Payment Controller Reporting Tools Help  Log Out

Payment
Marchandizsa
Restrictions
PLUs
| sates |
Manu Kays
Register

Touch Screen

House Accountf Pay IN/ Pay OUT
Group Price Change

Manzaged Updates

Fiscal Receipt

Result: The Sales Configuration form opens.

b. In the Sales Configuration form, go to the Sales Configuration tab.
c. Inthe list of sales parameters, select the Force DOB on ID Check parameter.

d. In the Sales Parameters section, select the Value option.

If the Value option is selected for the Force DOB on ID Check parameter, the age verification
step cannot be skipped by a cashier during a sale.
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e. At the top right of the Sales Configuration form, click Save.

Security Initial Setup  Store Operations

Promos and Discounts

Forecourt Devices Payment Controller

Sales Configuration

| Save || Cancel

Sales Parameters

Force DOE on ID Check

Diescription

Value

ixed Discount rate
Force DOB on 1D Check | B

Allow amount entry for refund -
Canadian GST

Cardload Recharge Dept

Cash drawers connected

Cash under run auto refund

Check drawsr amount on safe drop
Count Underrun Customers

Discount Denomination

Discount Security Level

Discount type - Pct or Amt

Display PLU not found Depariment Lisd
Drrawer Alarm Timer

Drrawer open during sale

Enable Manzaged Update

Enable Recsipt Tax Detail

Enable auto settle cvermun

Error Correction Security Lewve

Ermaor Message Prompt Timer

4. Set up restrictions for ID checks:

a. From the main console menu, go to Store Operations > Restrictions.

Security Initial Setup IBInleOpelaﬁxls I Promos and Discounts Forecourt Devices P Ci

Tools Help Log Out

Payment

Marchandise

Resfrictions

PLUs

Sales

Menu Keys

Register

Touch Screen

House Account! Pay INF Pay OUT
Group Price Change

Manzged Updates

Fiscal Receipt

Result: The Restrictions Configuration form opens.

b. In the Restrictions Configuration form, go to the ID Checks tab.

c. For each ID Check, Alcohol and Tobacco, do the following:

Select the ID check.

b. Inthe Age field, enter the minimum age value below which the sales will be restricted.

c. Select the Force Scan/Swipe Only option, if you want to forbid the cashiers to enter the

date of birth manually for age confirmation.
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)

version.

d. At the top right of the Restrictions Configuration form, click Save.

Security Initial Setup  Store Operations

Promos and Discounts

Forecourt

Restrictions Configuration

Elue Laws |« 2 =8 PLU Promotions

d
oo e

Name

[ Delete

elect ID Check
q1 _ALCOHOL ID CHECK |ALCOHOL ID CHECK |
mm—l_ = o

[21

Force ScanfSwipe Only

(RN T S ]

] Perform ID Legitimacy Check

HOW TO CHECK THE CONTROLLER'S BASE VERSION

To check the controller's base version in Verifone Ruby2 console:

1. From the main console menu, go to Help > About.

Result: The System Configuration Manager form opens.

Please note that the Force Scan/Swipe Only option is not available in the console, if the
controller's base version is lower than 057. For details, see How to check the controller's base

2. In the System Configuration Manager form > Version Information section, check the first three

digits in the Base row.

Security  Initial Setup  Store Operations

Promos and Discounts

Forecourt  Devices

Payment Confroller Reporting Tools Help Log Out

System Configuration Manager

About
Support

Version Information

Commander Site Controller 05 1.12

EPS 9.00.02
MOBILE 1.00.00
RCI 6.00.00
Topaz OS 3.10

WEB 5.05.00

Suite - buypass 31033
|Base 051.37.00 2020-03-18T10:34:33-04-00 |
Buypass Generic 1.00.00 2020-03-24T14:44:23-04:00

2020-03-24T14:48:34-04:00

2020-03-24T15:38:40-04:00

2020-03-24T15:42:47-04:00

2020-03-24T15:22:11-04:00

2020-03-24T14:48:37-04:00

2020-03-24T15:39:38-04:00
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Setting Up Cashier Credentials

It is strongly recommended for managers at the stations to use Loss Prevention Analytics as daily

manager's workflow.

Before you start using Loss Prevention Analytics for tracking age restricted sales, make sure the cashier's

credentials are configured properly.
For each cashier, the following credentials should be set up:

e Cashier Name

e Cashier Password
Cashier Name
Every cashier should be set up in the system with the actual name.

To check current cashier names in the system, you may use the Risk Events Rating by Employees report

in Loss Prevention Analytics.

Cashier #2, Cashier #3, Cashier #7
and other similar cases in the system
must be replaced by real cashier names.

Risk Events Rating by Employees
SevedFiters v AR 117302016120~
[l Voids = | Erat Refunds DS QTY No-Sales QTY Shoees arel OVers
shorts o
$2,24521 I $1.576.76 ($56.41) 50 442 $0.00 $0.00
Bagul Kulyys Uniontown $883.26 NN $83.99 $0.00 138 1 $0.00 $0.00
Julie Fox, $581.81 NN $97.61 $0.00 38 0 $0.00 $0.00
$56352 W $420.67 ($107.54) [ 332 $0.00 $0.00
Rinat Sakhabut $34554 W $345.77 ($9.96) 1" 0 $0.00 $0.00
Yuliya Talscykh, Main 520525 W 79538 (547.88) a5 10 50.00 50.00
Aleksey Arkhipov, Frankstown Shell 528606 W 583.76 (527.83) 2 242 50.00 50.00
William Redish, Latrobe BP $251.75 $90.42 $0.00 183 26 $0.00 $0.00
$21925 W $62.48 (52.02) 7 o $0.00 $0.00
$21907 W $19.55 $0.00 0 169 $0.00 $0.00
Austin Perry, New Castle 520361 W 53273 (50.99) 7 1 50.00 50.00
Kamalov Chingizkhan, Frankstown Shell 520188 W $32.80 (54.76) 6 20 50.00 50.00
$196.64 W $301.44 ($41.40) 7 0 $0.00 $0.00
$18863 W $198.58 ($28.85) NN 15 0 $0.00 $0.00
$18391 W $29.77 $0.00 36 25 $0.00 $0.00

For more information on how to work with the report, see Viewing Risk Events Rating.
Cashier Password

Each cashier should have only her/his own password to log in to the register.

@ It is prohibited to use other people’s passwords!
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It is strongly prohibited
to log into the system using

the password of other person.

Video Journal

Saved Filters - Alt & 09/09/2018 - 09/09/2018; 12:00 AM - 11:59 PM - Save Share Reset

Pay Point Open #1536480131d

Date/Time: 04:02:11 AM 09/09/201
Business Date:  09/08/2018
Cashier: OLGA NOVIKOVA
Location: Craft
Register: 101
Cash In Drawer: $100.00
Foodstamps In
Drawer: $0.00
Pay Point Open Inside Sale: $11.88 Inside Sale: $3.05 Inside Sale: $17.14 Inside Sale: $4.24
#1536480131d #1017253 #1017254 #1017255 #1017256
04:02:11 AM 09/09/2018 04:19:26 AM 09/09/2018 04:26:41 AM 09/09/2018 04:35:51 AM 09/09/2018 04:41:48 AM 09/09/2018

M Craft Craft Craft Craft
OLGA NOVIKOVA OLGA NOVIKOVA OLGA NOVIKOVA OLGA NOVIKOVA OLGA NOVIKOVA
D] @ « AR e B .

Monitoring Age-Restricted Sales

Age-restricted sales are displayed in Loss Prevention Analytics in three possible statuses:

e Skipped: This status displays the number of age restricted sales performed at the cash register
without confirming the age. It means that a cashier did not either scan the customer's ID or enter

the customer's date of birth for the age restricted item.

To forbid your cashiers to skip the age restricted sales, the corresponding settings must be
configured at the cash register. For more information, see Setting Up Verifone Ruby?2 for Age
Verification > Step 3.

e Manual: This status displays the number of age restricted sales confirmed by entering the

customer's date of birth manually.

e Scanned: This status displays the number of age restricted sales confirmed by scanning the

customer's ID or driving license.

@ Please note that the Verifone CR Commander, which controller's version is lower than 057,
due to its ability to transfer the date of birth only has the following restrictions:

- Only two statuses can be displayed in CStoreOffice ®: Skipped and Manual.

- The sale confirmed by scanning either the customer's ID or driving license is referred to the
Manual status.

To monitor age-restricted sales, you may use the following operations with LPA reports and widgets:

© Petrosoft, LLC. All rights reserved. Confidentiality level—Public use = 9 o



LOSS PREVENTION User Guide / Version 2.4

A N A LY T I C S

e Pull transactions by the Age Verification Alert.
o Work with the Age-Restricted Sales widget.

e Using the Risk Event Chronicles report.
Pulling Transactions by Age Verification Alert
To pull transactions by the Age Verification alert in Loss Prevention Analytics:

1. From the Loss Prevention Analytics main page, go to Related Reports > Video Journal.

Result: The Video Journal opens.

2. Inthe left menu go to Presets and click Age Restricted Sales Exceptions.

Result: All the age restricted transactions are displayed for the selected period.

Presets Video Journal et aw
All Events Saved Filters x Alt 2| 04/26/2020 - 05/03/2020; 12:00 AM - 11:59 PM:; Sale: Alert: Age Verification ¥ Save Share Reset
M zookmarks
Voids & Cancels [ Inside Sale #1012679
Refunds UPC Description QTY Each Total
No-sale f | 0050000051 ¥ Maverick Mzl 100 i 5826 5226
Discotnts. Date/Time:  12:00:20 AM 04/26/2020 subtotal: $8.26
Business Date:  04/26/2020 Tax: $0.58
Direct Department Sales Cashier: Tatjayna Scukina Total: $8.84
Age Restricted Sales Exceptions Location; Centre Cash: $20.00
Register: 101 Change: $11.16
Cash Control Till: 1
Payments Control
FDA Compliance
No Event
Related Reports
Risk Event Rating
Risk Event Chronicles
Inside Sale: $8.84 Inside Sale: $16.62 Inside Sale: $8.86 Inside Sale: $24.39 Inside Sale: $9.29 Inside Sale: $2.86 1
#1012679 #1018236 #1019485 #8035135 010444 #2283150 2
12:00:20 AM 04/26/2020 12:00:33 AM 04/26/2020 12:00:34 AM 04/26/2020 12:01:13 AM 04/26/2020 12:01:26 AM 04/26/2020 12:01:39 AM 04/26/2020 1
W o Leechburg Negley Craft Interboro M
Tatjayna Scukina Aliza Ritte Brandon Miccolis Pringle Javaud A. Hurshid Rahmonov
(4 [0] ] (AR | [0] | B8 o 1
<
AN 000 0000 00 0 OO AN
@ For more information on how to work with the video journal in Loss Prevention Analytics, see

Viewing the Video Journal.

You can additionally filter the age restricted transactions by the cashier. In the journal filters >

Employee, select the cashier name you need.
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Video Journal Search Q &
Saved Filters - I Al = 02/26/2020 - 05/03/2020; 12:00 AM - 11:59 PN; Employees: Tatjsyna Scuking; Sale: Alert: Age Verification x| sice shiaecrises
Applied filters Apply [ Inside Sale #1012679
UPC Descrij iption Qry Each Total
3 04/26/2020 - 05/03/2020
kesod 9050000051 [ Maverick Mzl 100 1 58,26 58.26
Time: 12:00 AM - 11:59 PM Date /Time:  12:00:20 AM 04/26/2020 Subtotal: 58.26
Business Date:  04/26/2020 Tax: 50.58
Locations: Select Locations Cashier: Tatjayna Scukina Total: $8.84
Location: Centre Cash: 520.00
Employees: Bone: Caned Register: 101 Change: $11.16
Tl 1

Tashana Barlow =

Tashaya Dukes
Tavus Kulyyeva
Thomas Mastarone

Thomas Muelle

Sale: Alert: Age Verification
Rehind: — Inside Sale: §10.09 Inside Saler $9.47 Inside Sale: §12.22 Inside Saler $1.05 |

#1012685 =1012686 1012688 21012689 :
Financial: Choose Settings 220 12:08:40 AM 04/26/2020 12:10:02 AM D4/26/2020 12:15:38 AM 04/26/2020 12:20:38 AM 04/26/2020 1

Centre Centre Centre entre M
Other: Choose Settings Tetjayna Scuking Tetjayna Scukina Tatjayna Scuking Tatlayne Scuking 1

. 0 . « 0 o 1

@ For more information about using the filters in Loss Prevention Analytics, see Working with Filters.

Age Restricted Sales Widget

With the Age Restricted Sales widget, you can get the detailed and up-to-date information about the

age-restricted sales on all locations within a certain period of time.
The Age Restricted Sales widget is enabled now only for Verifone cash registers.

Below you can find the information on how to work with the Age Restricted Sales widget in Loss

Prevention Analytics.

e Opening the Age Restricted Sales Widget
e Viewing with the Age Restricted Sales Widget
e Working with the Age Restricted Sales Widget

Opening the Age Restricted Sales Widget

The Age Restricted Sales widget is available in the LPA Dashboard. It is added to the dashboard by
default.

@ For more information on how to open the LPA Dashboard, see Accessing the LPA Dashboard.

@ For more information on how to work with the dashboard widgets, see Customizing the Dashboard.

Viewing the Age Restricted Sales Widget

The Age Restricted Sales widget displays the age restricted sales statuses highlighted in different colors

for all stations on the account within the specified period.
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The age restricted sales are displayed in the widget in three possible statuses:

e Skipped: This status displays the number of age restricted sales performed at the cash register
without confirming the age. It means that a cashier did not either scan the customer's ID or enter

the customer's date of birth for the age restricted item.

To forbid your cashiers to skip the age restricted sales, the corresponding settings must be
configured at the cash register. For more information, see Setting Up Verifone Ruby?2 for Age
Verification > Step 3.

Skipping age restricted sales requires particular attention and, therefore, all such sales are

highlighted in red color in the system.

e Manual: This status displays the number of age restricted sales confirmed by entering the

customer's date of birth manually. It is highlighted in green color.

e Scanned: This status displays the number of age restricted sales confirmed by scanning the

customer's ID or driving license. It is highlighted in blue color.

(D Please note that the Verifone CR Commander, which controller's version is lower than 057,
due to its ability to transfer the date of birth only has the following restrictions:
- Only two statuses can be displayed in CStoreOffice ®: Skipped and Manual.

- The sale confirmed by scanning either the customer's ID or driving license is referred to the
Manual status.

The Age Restricted Sales widget consists of three main sections:
e General statuses: This section displays the chart with total number of sales on all locations divided
by statuses.

e Statuses by locations: This section displays the total number of sales divided by statuses for each

location on the account.

e Filters and links: This sections contains the period filter and a link to the
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General statuses
Statuses by
locations

Filters and links S

® LPA

AGE RESTRICTED SALES

G

134
Skipped

10 0

Manual Scanned

Locations

1 Stop Shop

Showing 1 of 1 locations

134 10 0

| Custom...

VIEW FULL REPORT > |

Working with the Age Restricted Sales Widget

You can perform the following actions in the Age Restricted Sales widget:

e Open the Video Journal

o To open the Video Journal for any status, either account or location, click this status.

o To open the Video Journal for all account age restricted sales within the specified period, click

the View Full Report link.

® LPA
AGE RESTRICTED SALES x
3 134 10 0
Skipped Manual Scanned
Locations
Cochran 134 10 a
Showing 1 of 1 locations [ 1]
Custom... ~ VIEW FULL REPORT > |
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o Filter the widget data by the period: At the bottom left of the widget, select in the period filter
the period you need to apply to the age restricted sales data. You can select one of the following

predefined periods:
o Today

o Yesterday

o

Last 7 days

o Custom

AGE RESTRICTED SALES n X

b 134 10 0
Skipped IManual Scanned

Locations

Cochran 134 10 0

Custom...

05/M10/2020 - 05/16/2020

Toda
Showing 1 of 1 Y

Yesterday

2\ Last 7 days —

=

Custom__.

Viewing Risk Events Chronicles

With the Risk Events Chronicles reports group, you can gather chronological data for events that are
considered to be of high risk in the industry. Loss Prevention Analytics collects data for the period of 24

hours for selected location or all available locations. The data is then grouped by risk events.
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Risk Event Chronicles
Saved Filters ¥ Al & Thursday, May 14, 2020; 3:00 PM - 11:59 PM ¥ Save Share Reset
Total Sales:
$2,310.42
Departments qQry -
Age Restricted Sales 144 | | | ” | |
MNo-5ale 18
Discounts 9
Direct Department Sales 3
Refunds 1
Voids & Cancels 0
Cash Control 0
Payments Control 0
FDA Compliance ]
No Event 0

@ Loss Prevention Analytics collects information from cash register transaction logs (PJR files). For this
reason, you need to have PJR file processing enabled for cash registers. For details, see Enabling PJR
Files.

Viewing Report Data
The report provides the following information:

Name Filtering Settings

Alert - Age Verification:

Age Restricted Sales - Manual
(available only for Verifone CR) - Scanned

- Skipped
Discounts ~MOP - Cash

- Sale / Alert - Discount

- Sale / Alert - Direct Department Sales
Direct Department Sales
- Sale / Inside / Outside - Inside Sales

No-Sale Other - No-Sale
- Financial - Safe Drop
- Financial - Pay Out
- Sale / MOP - Cash
- Sale / Sum > $100
- Sale / Inside / Outside - Inside

Cash Control

- Sales Fuel / Merch Sales - Merchandise

FDA Compliance - MOP - Food Stamps
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Name Filtering Settings
- Sale / Inside / Outside - Inside
- Sales Fuel / Merch Sales - Merchandise
- MOP - Cash
Refunds - Refunds - Itemized Refunds (item refunds)

- Refunds - Non-itemized Refunds (department refunds)
- Sale / Sum > $50

- MOP - Credits

- Sale / Inside / Outside - Inside Sales

- Fuel / Merch Sales - Merchandise

Payments Control

-MOP - Cash
Voids & Cancels - Sale / Alert - Void in Sale
- Sale / Alert - Void all Sale

No Event No Event - enabled

@ The report data is calculated with taxes.

Drilling Down to Details of the Selected Period
While working with the Risk Event Chronicles reports, you can drill down to details of a specific period:

e To view detailed information on a specific period, hover the cursor over the necessary period bar

in the report chart.

Risk Event Chronicles
Saved Filters ¥ At 2 Thursday, May 14, 2020; 3:00 PM - 11:59 PM ¥ Save Share Reset
Total Sales:
$2'31042 Amount: $140.3
: Count: 15
Departments qQry -
Age Restricted Sales 144 || | |
No-Sale 18
Discounts 9
Direct Department Sales 3
Refunds 1
Voids & Cancels 0

e To view a specific period in the Video Journal interface, select the necessary period in the chart by
placing the cursor to the period limit line and dragging the cursor right or left. You can also press

and hold the CTRL key on the keyboard and use the arrow keys to select the necessary period.
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Once the period is selected, click it in the chart.

Risk Event Chronicles
Saved Filters ~ At & Thursday, May 14, 2020; 3:00 PM - 11:59 PM ~ S5ave Share Reset
Total Sales:
$2,310.42
Departments qQry -
Age Restricted Sales 144 Fl 1 ‘ I |
No-Sale 12
Discounts 9
Direct Department Sales 3
Refunds 1
Voids & Cancels 0
Cash Conrrol 0

For details, see Viewing the Video Journal.

LPA Dashboard

Accessing the LPA Dashboard
To access the LPA dashboard in Petrosoft Cloud:

1. Log into CStoreOffice® using your Petrosoft Cloud account.

2. In CStoreOffice®, click the product switcher and select Loss Prevention Analytics.

M) CStoreOffice:

Product Info
Management

Result: The Loss Prevention Analytics module's home page opens.
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3. Inthe left menu of the LPA module's home page, click Dashboard.

i G) LOSS PREVENTION 2
SETTINGS WORKFLOWS e € =
pashboard Risk Event Chronicles
Risk Event Chronicles Saved Filters ~ At & Thursday, May14, .. ~ Saye Share Reset
Risk Event Chronicles
Events Chronicles by Total Sales:
Locations
$2,310.42
Events Chronicles by
Employees
[S)g;easr_?nq;misdes by Departments qQryY { Amount $169.25 |t
P Count: 14
Risk Event Rating fechesuirdtalkes g | || | r[ | [ | ” | ” | H
MNo-Sale 18
Video Journal
Discounts 9
Direct Department Sales 3
Refunds 1

Result: The LPA dashboard opens in a separate web page.

VENDORS

= @) cStoreOfficer
DOCS &FILES ~ DATAENTRY INVENTORY PRICEBOOK  CUSTOMERS
+ Create Dashboard ® LPA
@ Merchandise Orders
AGE RESTRICTED SALES
© LPA |
% 134 10 0
Skipped Manual Scanned
Locations
Cochran 134 10 0
Showing 1 of 1 locations n
Custom . ~ VIEW FULL REPORT >

TRANSACTIONS REPORTS

g widger f - |

Customizing the Dashboard

You can customize the dashboard so that it displays only required data in the way you need.

CStoreOffice® allows you to perform the following operations to customize the dashboard itself and

the widgets:
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e Remove and add widgets
e Change the widget position in the dashboard
e Reset the dashboard

e Refresh data in widgets
Removing and Adding Widgets

You can remove some widgets from the dashboard, for example, if you do not need the information

that these widgets present at hand.
To remove a widget, at the top right of the widget, click the delete icon.

Widgets are not removed permanently from the dashboard. You can bring them back at any time. To do

this, at the top right of the dashboard, click Add Widget and select the widget to add from the list.
Changing the Widget Position

You can move widgets across the dashboard. For example, if information in some widget is important to

you, you can move this widget to the top of the dashboard.
To move a widget in the dashboard:

1. At the top right of the dashboard, to the right of the Add Widget button, click the dots icon and
select Edit Dashboard.

Result: The dashboard is in the editing mode.

2. Drag and drop the widget to the necessary position in the dashboard.

3. Once ready, at the top right of the dashboard, click Stop Editing.
Result: The dashboard is in normal operational mode.
Resetting the Dashboard

You can reset the dashboard to bring it to its initial state. All widgets in the dashboard will be back to

their default positions.

To reset the dashboard, at the top right of the dashboard, to the right of the Add Widget button, click
the dots icon and select Reset to Default. In the displayed window, click OK to confirm the reset

operation.

@ When you reset the dashboard, CStoreOffice ® recalculates data for top vendors to be displayed in
the dashboard.
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Refreshing Data in Widgets

At present, data in widgets is not refreshed automatically. If you have changed something in
CStoreOffice®, for example, created a new vendor, and want to display the new data in the widget, at

the top right of the widget, click the refresh icon.

Age Restricted Sales Widget

With the Age Restricted Sales widget, you can get the detailed and up-to-date information about the

age-restricted sales on all locations within a certain period of time.
The Age Restricted Sales widget is enabled now only for Verifone cash registers.

Below you can find the information on how to work with the Age Restricted Sales widget in Loss

Prevention Analytics.

e Opening the Age Restricted Sales Widget
e Viewing with the Age Restricted Sales Widget
e Working with the Age Restricted Sales Widget

Opening the Age Restricted Sales Widget

The Age Restricted Sales widget is available in the LPA Dashboard. It is added to the dashboard by
default.

For more information on how to open the LPA Dashboard, see Accessing the LPA Dashboard.

For more information on how to work with the dashboard widgets, see Customizing the Dashboard.

Viewing the Age Restricted Sales Widget

The Age Restricted Sales widget displays the age restricted sales statuses highlighted in different colors

for all stations on the account within the specified period.
The age restricted sales are displayed in the widget in three possible statuses:

e Skipped: This status displays the number of age restricted sales performed at the cash register
without confirming the age. It means that a cashier did not either scan the customer's ID or enter

the customer's date of birth for the age restricted item.
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Verification > Step 3.

To forbid your cashiers to skip the age restricted sales, the corresponding settings must be
configured at the cash register. For more information, see Setting Up Verifone Ruby?2 for Age

Skipping age restricted sales requires particular attention and, therefore, all such sales are

highlighted in red color in the system.

e Manual: This status displays the number of age restricted sales confirmed by entering the

customer's date of birth manually. It is highlighted in green color.

e Scanned: This status displays the number of age restricted sales confirmed by scanning the

customer's ID or driving license. It is highlighted in blue color.

@ Please note that the Verifone CR Commander, which controller's version is lower than 057,

Manual status.

The Age Restricted Sales widget consists of three main sections:

due to its ability to transfer the date of birth only has the following restrictions:
- Only two statuses can be displayed in CStoreOffice ®: Skipped and Manual.

- The sale confirmed by scanning either the customer's ID or driving license is referred to the

e General statuses: This section displays the chart with total number of sales on all locations divided

by statuses.

e Statuses by locations: This section displays the total number of sales divided by statuses for each

location on the account.

e Filters and links: This sections contains the period filter and a link to the

® LPA

AGE RESTRICTED SALES

General statuses

. 134 10 0
Skipped Manual Scanned

Statuses by Locations
locations
1 Stop Shop 134 10

Showing 1 of 1 locations

Filters and links

| Custom... - VIEW FULL REPORT > |
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Working with the Age Restricted Sales Widget

You can perform the following actions in the Age Restricted Sales widget:

e Open the Video Journal
o To open the Video Journal for any status, either account or location, click this status.

o To open the Video Journal for all account age restricted sales within the specified period, click

the View Full Report link.

® LPA
AGE RESTRICTED SALES Y oOX
L | 134 10 0
Skipped Manual Scanned
Locations
Cochran 134 10 0
Showing 1 of 1 locations n
Custom._.. - | VIEW FULL REPORT > |

o Filter the widget data by the period: At the bottom left of the widget, select in the period filter
the period you need to apply to the age restricted sales data. You can select one of the following

predefined periods:
o Today

o Yesterday

o Last 7 days
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o Custom
AGE RESTRICTED SALES %
b 134 10 0
Skipped Manual Scanned
Locations
Cochran 134 10 4]

Showing 1 of 1

wE

Today

Yesterday

Last 7 days —

Custom...

LPA Reports

Loss Prevention Analytics provides information through reports. Reports are available in the left menu of

the Loss Prevention Analytics module. To open the report you need, expand the corresponding report

group's name and click the report name.

@ LOSS PREVENTION
ACWOR LN T I

Dashboard

Risk Event Chronicles
Risk Event Rating
Video Journal

Age Verification Report

Risk Event Chronicles

Saved Filters ~ At & Sunday, Jan 3, 2021; 12:00 AM - 11:39 PM -

Total Sales:
$49,987.35

Departments
- Age Restricted Sales

Direct Department Sales

qry. =

1207 N

301 |

To get information about retail operations and identify risks, you can use the following groups of

reports:
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e Risk Event Chronicles
e Risk Event Rating
e Video Journal

e Age Verification Report

Risk Event Chronicles Reports

This group of reports includes the following reports:

e Chronicle reports: This group of reports is based on the chronological scale. With these reports,

you can track the location activity for the selected day and time period grouped by different

criteria: event types, locations, employees and sales by departments.

Events Chronicles by Locations

SavedFilters ¥ Al & Tuesday, Oct 1,2019; 12:00 AM - 11:59 PM; Locations: Cochran ¥ Save Share Reset
Total Sales:
$13,551.96

Location QY - 6 7 8 ) C 1 3 4
Cachan 2 ) 000”0 O D0 (1]

Register #2 404 ”
Register #100 273 \ Il |[H H|| | |
Register #1 1
Register #123 1

For details, see Viewing Events and Sales Chronicles.

e Risk Event Chronicles report: This report combines chronicles and risk events reports. With this

report, you can view the risk events in the chronological view for the selected day and time period

grouped by the necessary filters.
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Risk Event Chronicles

Saved Filters ~ | Alt & Thursday, May 14, 2020; 3:00 PM - 11:59 PM

Total Sales:
$2,310.42

Departments

Age Restricted Sales
Mo-5ale

Discounts

Direct Department Sales
Refunds

Voids & Cancels

Cash Control

Payments Control

FDA Compliance

No Event

save Share Reset

For details, see Viewing Risk Event Chronicles.

Risk Event Rating Reports

This group of reports is based on risk events — voids, cancels, refunds, no sales, direct department sales

and their rating among the whole selection results. With these reports, you can view the risk events

grouped by different criteria: locations, employees and shifts.

Risk Events Rating by Shifts

SavedFiters v At & 11/30/2016-12/07/2016  ~

Shift
Cashier #2, Aramingo
Fri 12/0212016, #1

Cashier #2, Aramingo
Mon 12/05/2016, #1

Bagul Kulyyeva, Uniontown
Thu 12/01/2016, #1

Cashier #2, Aramingo
Wed 1173012016, #2

William Redish, Latrobe BP
Thu 12/01/2016, #2

Ismalova Iman, Frankstown
Thu 12/01/2016, #2

Cashier 2, Aramingo
Thu 12/01/2016, #1

Julie Fox, Uniontown
Fri 120272016, %2

Cashier #7, Latrobe BP
Sun 1210412016, #1

Cashier 2, Aramingo
Tue 12/06/2016, %0

Cashier #3, Banksville
Mon 12/05/2016, %4

Cashier #2, Banksville
Tue 12/06/2016, #0

Cashier 2, Aramingo
Mon 12/05/2016, %2

Cashier 2, Aramingo
Sat 12/03/2016, #1

Cashier 2, Aramingo
Wed 11/30/2016, #1

Cashier 2, Aramingo

Sat 12/03/2016, #3

Voids. ~  Cancels

533030 EEEE——

520533 EEE—

523420 —

$21124 EE—

520057 I—

$10491 ——

$179.11 —

$177.64 E—

$17390 n—

$17267 —

$14320 I—

$1438 I—

$12632 m—

$121.02 —

$11963 m—

Tue 12/06/2016, #0 $10008 m—
Eﬁé‘w%ﬁ?ﬁmmwwn $103.36 m—
st g so755 mm—
o oA gy S so0s
Leroy Holland, New Castle o —

5421.90

$7376

$40.23

$15.90

015

$17.08

$306.83

si19

$5.50

51635

$1257

50.00

52000

517169

$11.20

50.00

$6.26

$1.40

5200

50.00

Refunds

50.00

50.00

50.00

(5239)

50.00

(5202)

(512.64)

5000

50.00

($1052)

50,00

50.00

50.00

($19.76)

50,00

50.00

50.00

50.00

(51.99)

(s26561)

DDS QTY

No-Sales QTY

Shorts and Overs

Shorts.

5000

5000

$0.00

£0.00

5000

5000

$0.00

50.00

5000

5000

5000

$0.00

5000

5000

5000

$0.00

5000

5000

5000

$0.00

Overs

$0.00

50.00

$0.00

$0.00

50,00

50,00

$0.00

5000

$0.00

50.00

$0.00

50.00

$0.00

50.00

$0.00

50.00

$0.00

50.00

$0.00

50.00

For details, see Viewing Risk Events Rating.
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Video Journal Report

Video Journal Report represents a powerful tool for viewing the cash register events matched with the

video recording filtered by various temporal, locational, personal and business criteria.

Video Journal

Saved Filters v

UPC
010

Receipt Time:
Date / Time:
Business Date:
Cashier:
Location:
Pump:

Till:

Outside Sale: $10.17
#1684920

Inside Sale: $5.00
#1684924

Inside Sale: $5.00
#1684926

Inside Sale: $5.00
#1684927

W 12:29:33AM 0900172019 12:31:50 AM 09/01/2019 12:33:30 AM 09/01/2019 12:34:41 AM 09/01/2019
Cochran Cochran Cochran Cochran
Outside Fuel Sales John Smith John Smith John Smith
. . e B
a

Al & 09/01/2019 - 12/23/2019; 12:00 AM - 11:59 PM; Locations: Cochran ¥ Save Share Reset

Outside Sale #1684917
Description

Reg. (87) D (1)

12:15:16 AM 09/01/2019
12:15:16 AM 09/01/2019
08/29/2019

Outside Fuel Sales
Cochran

100

0

Inside Sale: $5.00
#1684928

12:36:28 AM 09/01/2019
Cochran

John Smith

Search
QTy Each
1.818 .. $2.80
Subtotal:
Total:
Credit
Card*4589:

Inside Sale: $3.08
#1684929

12:37:14 AM 09/01/2019
Cochran

John Smith

L)

Q &

Total
$5.09

$5.09
$5.09

$5.09

Inside
#168
12:38
Coch M
Artsic

For details, see Viewing the Video Journal.

Age Verification Report

With the Age Verification Report, you can monitor quickly the violation of the age-restricted items

sales policy by checking the images from the camera with the consumer's face for each age-restricted

sale.

Age Verification Report

Saved Filters ¥

Alt & 12/28/2020 - 01/04/2021; 12:00 AM - 11:59 PM; Age Verification: 3; Sale: ON -

N inside Sale #1018816

A ] inside Sale #1013784 ®

R T
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@ For confidentiality reasons, the faces on the images in the user documentation are blurred
intentionally as they are taken from the real cameras.

For details, see Age Verification Report.

To get the exact information you need, you can use filters in LPA reports. For details, see Working with
Report Filters.

Viewing Events and Sales Chronicles

With the Events and Sales Chronicles reports, you can gather event and sales data for the period of 24
hours for the selected location or all available locations. You can view event and sales data grouped by

locations, cash register departments and employees.

Events Chronicles by Locations

Saved Filters ¥ At & Tuesday, Oct 1,2019; 12:00 AM - 11:59 PM; Locations: Cochran ¥  Save Share Reset
Total Sales:
$13,551.96

Location QTYy - 3 4 5 T 8 ) ) 1 2 1 2 3 4 5 6 § 8 ] F:

Cochran Z 110 0O 000000 00 O i 11

Register #2 404 1111415 | {000 TAR 0N R0 U0 0 AT AV 0 I
Register #100 273 (TRRTHTR YA T A LA (USRI 000 ORI 0
Register #1 1
Register #123 1

@ Loss Prevention Analytics collects information from cash register transaction logs (PJR files). For this

reason, you need to have PJR file processing enabled for cash registers. For details, see Enabling PJR
Files

Using Quick Filters

For Events Chronicles by Locations and Events Chronicles by Employees reports, Loss Prevention
Analytics offers a set of presets, or quick filters. Quick filters are located in the left pane of the Loss

Prevention Analytics window. You can click a specific quick filter to quickly get the necessary report data.
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Presets Events Chronicles by Locations

o Saved Filters ¥ At 2 Saturday,Jun1,2019; 1200AM - 11:59PM ¥ Save Share Reset

Refunds

No-Sale

o Total Sales:

Discounts

Direct Department Sales $192,535.94

Age Restricted Sales Exceptions

Cash Control )

Payments Control Locyim m l, = e e A i

FDACOMmpliznce Frankstown 8P 108 [N AN WOU UM OO B nwman IIIHI‘\I\.H\I[H LRI (T O

No Event

o Ararmingo L I {11 I AR O AR wIIIIIIIII]III\ 0 N1

Report Types Uniantaws 1044 R DT 0 MBAVEUT OB T 0 P00 0
Main sunoco 1026 L JRMURVIE 000 OOV NLTROUTOT MG YOI NGO ORS00 OO o

:‘“f“c"h“”‘:"'[l'fs Centre 955 |REN A0 RO V0T AT 0O SO0 0 1O 00 RN R

vents Chronicles by

Locations < Washington sunoce 942 NIV IVRN 0 AT ERICR TR JTTHER MR e s g o LR i i

B el Craft seo [N 000000000000 DR 0G0 AR 0 A0 0 O A L0000

Loss Prevention Analytics offers the following quick filters:

Preset Name

Voids & Cancels

Refunds

No-Sale

Discounts

Direct Department Sales

Age Restricted Sales

Exceptions

Cash Control

Payments Control

FDA Compliance

No Event

Preset Filtering Settings
- MOP - Cash
- Sale / Alert - Void in Sale
- Sale / Alert - Void all Sale
- MOP - Cash
- Refunds - ltemized Refunds (item refunds)
- Refunds - Non-itemized Refunds (department refunds)
Other - No-Sale
- MOP - Cash
- Sale / Alert - Discount
- Sale / Alert - Direct Department Sales
- Sale / Inside / Outside - Inside Sales

Sale / Alert - Age Verification

- Financial - Safe Drop

- Financial - Pay Out

- Sale / MOP - Cash

- Sale / Sum > $100

- Sale / Inside / Outside - Inside

- Sales Fuel / Merch Sales - Merchandise
- Sale / Sum > $50

- MOP - Credits

- Sale / Inside / Outside - Inside Sales

- Fuel / Merch Sales - Merchandise

- MOP - Food Stamps

- Sale / Inside / Outside - Inside

- Sales Fuel / Merch Sales - Merchandise

No Event - enabled
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Events Chronicles by Location

The Events Chronicles by Locations report provides information on the sales instances for the selected

24-hour period and location(s).

Events Chronicles by Locations

Saved Filters ~ At & Tuesday, Oct1,2019; 12:00 AM - 11:50 PM; Locations: Cochran ¥ Save Share Reset
Total Sales:
$13,551.96

Location QTY -

Cochran &7 | 000000 O 0t O [
Register 2 404 | { 1A UL THNUCHEER HOC I
Register #100 73 [COMPETIORE 0L (URACTE IO ORI 0 0
Register #1 1
Register #123 1

For more details on how to apply report filters, see Working with Filters.
The report contains the following information:

e Total Sales: The total amount sold for the selected period and location(s) + sales tax.

Events Chart: The chart displaying fluctuations of the events number and sales amount during the

day.

Location: Click to expand: Location > Cash Register/ Self-service device > Cashier.

Quantity: The number of events for the location.

Events: A graphic representation of the location events and sales using the bar chart on the

timeline.

Sales Chronicles by Department

The Sales Chronicles by Department report provides information on the sales instances broken down by

department for the selected 24-hour period and location(s).
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Sales Chronicles by Departments
SavedFilters ¥ Al & Sunday, Sep1,2019;12:00AM - 1150PM  ~  save Share Reset

Total Sales:

$124,600.45
Department QY - 1 2
Fuel 3520 BN 00 0 0 0 ot v
Cigs 1s32 | NVARMM AR OO 0 00 G T T
Tobaceo vase [ENURVAORBIRINRERUL P00 OO0 OO 1T
Soda ARLER | [ 1 VIOV T RAE 0T T T A I
Snacks vros[INAREANBUAON WA ORWARD 0 [ VA0 TN O T

- (L IR BT T TR A0 UUCMUUEE U000 O NORD R MOR) 0 000 OO 0 OO0 0 0 0

For more details on how to apply report filters, see Working with Filters.

The report contains the following information:

Total Sales: The total amount sold for the selected period and location(s) + sales tax.

Sales Chart: The chart displaying fluctuations of the sales amount during the day.

Department: The cash register department.

Quantity: The number of transactions for the department.

Sales: A graphic representation of the location events and sales using the bar chart on the timeline.
Events Chronicles by Employee

The Events Chronicles by Employees report provides information on the events and sales instances

broken down by employees who performed the action for the selected time period and location(s).

Events Chronicles by Employees
Saved Filters > Alt & Sunday, Sep 1,2019; 12:00 AM - 11:59 PM ¥ Save Share Reset

Total Sales:

$124,600.45
Employee QTY - 1 2 3 4 5 6 7 8 9 10 1 12 1 2 3 4 5 6 [ 8 9 0 " 12
selfsenvice 1ss (I (R R e LT DR
Muscapha Diop, Highland sz | IIDINEINT I {1 0OV 00O 0000 R 0T O NN N O
Tatjayna Scukin, Centre saa | INIORVILRRORTR TIEY 0 LR MR R AT U RO AT T R DT R
Jennifer Deberry, Uniontown 354 I (AT 0 O RO
Cashier, Ararmingo 336 , A 0RO G N NI O I

For more details on how to apply report filters, see Working with Filters.
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The report contains the following information:

e Total Sales: The total amount sold for the selected period and location(s) + sales tax.

day.

timeline.

Department: The cash register department.

Quantity: The number of transactions for the department.

Drilling Down to Details of the Selected Period

Events Chart: The chart displaying fluctuations of the events number and sales amount during the

Events: A graphic representation of the location events and sales using the bar chart on the

While working with the Events and Sales Chronicles reports, you can drill down to details of a specific

period:

e To view detailed information on a specific period, hover the cursor over the necessary period bar

in the report chart.

Events Chronicles by Employees

Saved Filters » Alt & Sunday, Sep 1,2019; 12:00 AM - 11:59 PM

Total Sales:
$124,600.45

Employee QTY -

Self service 1sss [[[HI

Mustapha Diop, Highland sza LN |
Tatjayna Scukina, Centre saa | INIORITEOATRTR
Jennifer Deberry, Uniontown 354

Cashier, Aramingo 336

-

11
[

Save Share Reset

6 |Amount:$14685)0 1 12 1 2 3 4 5 6 7T 8 8 10 U 12
Count: 174
(R R s L b D T T T
U 00 KOA 0O RN OO O
(I 0 0 0 00 010 100
000 AR 0O AR

(AR O R R

e To view a specific period in the Video Journal interface, select the necessary period in the chart by

placing the cursor to the period limit line and dragging the cursor right or left. You can also press

and hold the CTRL key on the keyboard and use the arrow keys to select the necessary period.
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Once the period is selected, click it in the chart.

12

Events Chronicles by Employees

Saved Filters ¥ Al & Sunday, Sep1,2019; 1200AM-11:59PM ¥  Save Share Reset

Total Sales:
$124,600.45

Employee Q1Y - 1 2 3 4 5 6 z 8 9 10 i1 12 1 2 3 4 5 6 7 8 ] 10 11
Self service wses [l 011 I 00 D AT M
Mustapha Diop, Highland sza - LNNITIRI BT VT [ ii TN (e T AR T R T
Tatjayna Scuking, Centre 1 TR R 1 OO 00 0

Jennifer Deberry, Uniontown 352 \ 0000 O 0 OO O

Cashier, Aramingo E| (BRI AT R R A R

e P— s, BN | i {0 Y {00 ST R TR )

For details, see Viewing the Video Journal.

Viewing Risk Events Chronicles

With the Risk Events Chronicles reports group, you can gather chronological data for events that are

considered to be of high risk in the industry. Loss Prevention Analytics collects data for the period of 24

hours for selected location or all available locations. The data is then grouped by risk events.

Risk Event Chronicles
Saved Filters ~ At & Thursday, May 14, 2020; 3:00 PM - 11:59 PM ¥ Save Share Reset
Total Sales:
$2,310.42
Departments qQry -
Age Restricted Sales 144 | | ]I | | | | | | “ ‘ |
Mo-Sale 18 |
Discounts 9
Direct Department Sales 3
Refunds 1
Voids & Cancels 0
Cash Control 0
Payments Control 0
FDA Compliance ]
No Event 0

®

Files.
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Viewing Report Data

The report provides the following information:

Name

Age Restricted Sales

(available only for Verifone CR)

Discounts

Direct Department Sales

No-Sale

Cash Control

FDA Compliance

Refunds

Payments Control

Voids & Cancels

No Event

Filtering Settings
Alert - Age Verification:
- Manual
- Scanned
- Skipped
- MOP - Cash
- Sale / Alert - Discount
- Sale / Alert - Direct Department Sales
- Sale / Inside / Outside - Inside Sales
Other - No-Sale
- Financial - Safe Drop
- Financial - Pay Out
- Sale / MOP - Cash
- Sale / Sum > $100
- Sale / Inside / Outside - Inside
- Sales Fuel / Merch Sales - Merchandise
- MOP - Food Stamps
- Sale / Inside / Outside - Inside
- Sales Fuel / Merch Sales - Merchandise
- MOP - Cash
- Refunds - ltemized Refunds (item refunds)
- Refunds - Non-itemized Refunds (department refunds)
- Sale / Sum > $50
- MOP - Credits
- Sale / Inside / Outside - Inside Sales
- Fuel / Merch Sales - Merchandise
- MOP - Cash
- Sale / Alert - Void in Sale
- Sale / Alert - Void all Sale

No Event - enabled

@ The report data is calculated with taxes.
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Drilling Down to Details of the Selected Period
While working with the Risk Event Chronicles reports, you can drill down to details of a specific period:

e To view detailed information on a specific period, hover the cursor over the necessary period bar
in the report chart.

Risk Event Chronicles
Saved Filters * Alt & Thursday, May 14, 2020; 3:00 PM - 11:55 PM ¥ Save Share Reset
Total Sales:
$2,310.42 Amount: $149.3 |
Count: 15
Departments qQry -
Age Restricted Sales 144 | | || | |
MNo-Sale 18
Discounts 9
Direct Department Sales 3
Refunds 1
Voids & Cancels 0

e To view a specific period in the Video Journal interface, select the necessary period in the chart by
placing the cursor to the period limit line and dragging the cursor right or left. You can also press
and hold the CTRL key on the keyboard and use the arrow keys to select the necessary period.

Once the period is selected, click it in the chart.

Risk Event Chronicles
Saved Filters ¥ At & Thursday, May 14, 2020; 3:00 FM - 11:55 PM ¥ Save Share Reset
Total Sales:
$2,310.42
Departments qQry -
Age Restricted Sales 144 Fl 1 H | |
No-Sale 12
Discounts 9
Direct Department Sales 3
Refunds 1
Voids & Cancels 0
Cash Conrrol 0

For details, see Viewing the Video Journal.
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Viewing Risk Events Rating

With the Risk Events Rating report, you can gather sales data for the events that are considered to be of
high risk in the industry. The data is collected for the period of 24 hours for selected location or all
available locations. You can view sales data grouped by locations, cash register departments and

employees.

@ Loss Prevention Analytics collects information from cash register transaction logs (PJR files). For this
reason, you need to have PJR file processing enabled for cash registers. For details, see Enabling PJR
Files

Risk Events Rating by Employees

The Risk Event Rating by Employees report provides information on the risk event instances broken
down by employees who performed actions for the selected period and location(s). The information is

also represented in a form of graphic indicators, where the largest amount is regarded as 100 %.

Risk Events Rating by Employees

SavedFiters ¥ Al 2 11/30/2016-1200.. ~

Employee Voids ~  Cancels Refunds DS QTY No-Sales QTY
Cashier #2, Aramingo 5224521 NN $1576.76 (556.41) 50 12 5000 5000
Bagul Kulyyeva, Uniontown 558326 m— s83.90 5000 138 1 5000 5000

Julie Fox, Uniontown $581.81 597.61 50.00 Ed 0 50.00 50.00

Cashier 2, Banksuille $563.52 . $420.67 ($107.54) 0 332 50.00 50.00

Rinat Sakhabutdinov, Centre 38554 WM $345.77 (59.96) 1 0 50.00 50.00

Yuliya Talstykh, Main Sunaco 529525 §795.38 (547.88) ) 10 5000 5000
Aleksey Arkhipov, Frankstown Shell 528606 W 8376 (s27.83) 2 242 5000 5000

William Redlish, Latrobe BP 525175 W $90.42 50.00 183 2 50.00 50.00

nkstown 521925 W 6248 (s2.02) 7 0 5000 5000
Cashier #3, Banksville 521907 W 1955 5000 0 169 5000 5000
Austin Perry, New Castle 520361 W 3273 (s0.99) 7 1 5000 5000
Kamalov Chingizkhan, Frankstown Shell 520188 W $32.80 (s476) 6 0 5000 5000
Tatjana Scukina, Centre 19664 W $301.44 (541.40) 7 0 000 5000

Stanislav Khegay, Negley 518863 W 519858 (528.85) . 15 0 50,00 50,00

Cashier #7, Latrobe BP 18391 W 52977 50,00 36 2 50,00 50,00

For more details on how to apply report filters, see Working with Filters.
The report contains the following information:

e Employee: The employee who performed the operation.

e Voids: The amount of voids performed by employees. Void means removing the whole

transaction.

e Cancels: The amount of cancels performed by employees. Cancel means removing the last item in

the transaction.
e Refunds: The amount of refunds performed by employees
e DDS QTY: The number of Direct Department Sale events.

e No-Sales QTY: The number of no sale events (opening the cash drawer without making a sale).
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e Shorts: The shortage amount.

e Overs: The overage amount.

@ The report data is calculated with taxes.

Risk Events Rating by Locations

The Risk Event Rating by Locations report provides information on the risk event instances broken down
by locations for the selected period. The information is also represented in a form of graphic indicators,

where the largest amount is regarded as 100 %.

Risk Events Rating by Locations mm
Saved Filters ¥ At & 10/01/2016 - 11/22/2016 ™ Save Share Reset

Shorts and Overs
Location Voids *  Cancels Refunds DDs QTY No-Sales QTY

Shorts. Overs

Craft $1,064.17 I $3,341.48 ($145.17) 958 801 $0.00 $0.00
Centre $247.73 W $42637 ($11.87) 19 o $0.00 $0.00
Negley $177.28 W $1,657.81 ($59.50) 35 0 $0.00 $0.00
Interboro $155.84 W $1,965.33 ($78.47) o 0 $0.00 $0.00
Trade Show $5.31 $0.00 $0.00 o o $0.00 $0.00
Highland $0.00 $72.18 $0.00 9 o $0.00 $0.00

Fox Chapel BP $0.00 $0.00 $0.00 o o $0.00 $0.00

The report contains the following information:

e Location: The location name.

e Voids: The amount of voids performed by employees. Void means removing the whole

transaction.

e Cancels: The amount of cancels performed by employees. Cancel means removing the last item in

the transaction.
e Refunds: The amount of refunds performed by employees.
e DDS QTY: The number of Direct Department Sale events.
e No-Sales QTY: The number of no sale events (opening the cash drawer without making a sale).
e Shorts: The shortage amount.

e Overs: The overage amount.

@ Report data is calculated with taxes.

Risk Events Rating by Shifts

The Risk Events Rating by Shifts report provides information on the risk event instances broken down by

shift for the selected period. The information is also represented in a form of graphic indicators, where
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the largest amount is regarded as 100 %.

Risk Events Rating by Shifts
SavedFiters v A2 11/30/2016- 1200772016 ¥
shifc Voids ~  Cancels Refunds Dos QY No-Sales QTY Sheiis el O
Shor o
533036 NN 5421.90 5000 1 3 5000 5000
520537 EEE— §7376 5000 2 0 5000 5000
o plms Bt $23420 EE— $4023 5000 b3 0 $0.00 5000
ol 521120 E— 51590 (s239) 1 2 50,00 5000
e 520957 E— 5915 5000 3 1 50,00 5000
$19491 E— $17.08 (s202) 4 0 5000 5000
$170.11 E— 530683 (51264) 7 ) 5000 50.00
$177.64 E— s1119 5000 1 0 5000 5000
$17300 E— 5550 5000 3 1 5000 5000
ﬁj;n‘ez/;n??l%go $172.67 E— $1635 ($10.52) ¥ a2 $0.00 $0.00
e el R 5237 5000 o 5 s000 5000
533‘1‘35%2/'2?25;‘3"& $143.36 - 50.00 50.00 0 55 $0.00 50.00
a’j:‘:;fé;é:g“g" $126.32 EE— 52000 $0.00 3 8 $0.00 $0.00
Cshier $121.02 — s17160 (519.76) 5 8 $0.00 5000
Sat 12/03/3016,
- s119.63 m— $1120 5000 2 E $0.00 5000
o $100.08 — 5000 5000 1 15 $0.00 5000
te 510336 m— 626 5000 20 0 5000 5000
e 50755 m— 140 5000 7 0 $0.00 5000
et Fnkeim S so081 mm— 5200 (s1.99) 2 6 5000 5000
e e 58550 m— 5000 (s2661) 0 0 5000 5000

The report contains the following information:

e Shift: The CR shift information in the following format: cashier name/location name/date/shift

number.

e Voids: The amount of voids performed by employees. Void means removing the whole

transaction.

e Cancels: The amount of cancels performed by employees. Cancel means removing the last item in

the transaction.
e Refunds: The amount of refunds performed by employees.
e DDS QTY: The number of Direct Department Sale events.
e No-Sales QTY: The number of no sale events (opening the cash drawer without making a sale).
e Shorts: The shortage amount.

e Overs: The overage amount.

@ Report data is calculated with taxes.

Drilling Down to Details of the Selected Period
While working with the Risk Event Rating reports, you can drill down to details of a specific period:

e To view detailed information on a specific period, hover the cursor over the necessary period bar

in the report chart.
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e To view a specific period in the Video Journal interface, select the necessary period in the chart by

placing the cursor to the period limit line and dragging the cursor right or left. You can also press

and hold the CTRL key on the keyboard and use the arrow keys to select the necessary period.

Once the period is selected, click it in the chart.

For details, see Viewing the Video Journal.

Viewing the Video Journal

With the Video Journal, you can view all cash register transaction data and store cameras video records

for the selected periods and locations.

Total
$5.09

$5.09
$5.09

$5.09

Inside
#168
12:38
Coch "
Artsic

Video Journal Search
Saved Filters ~ At 2 09/01/2019- 12/23/2019; 12:00 AM - 11:50 PM; Locations: Cochran ~ ~  Save Share Reset
Outside Sale #1684917
UPC Description qQTy Each
010 Reg. (87) D (1) 1.818.. $2.80
Receipt Time: 12:15:16 AM 09/01/2019 Subtotal:
Date / Time: 12:15:16 AM 09/01/2019 Total:
Business Date:  08/29/2019 Credit
Cashier: OQutside Fuel Sales Card*4589:
Location: Cochran
Pump: 100
Till: 0
Outside Sale: $10.17 Inside Sale: $5.00 Inside Sale: $5.00 Inside Sale: $5.00 Inside Sale: $5.00 Inside Sale: $3.08
#1684920 #1684924 #1684926 #1684927 #1684928 #1684929
" 12:29:33 AM 09/01/2019 12:31:50 AM 03/01/2019 12:33:30 AM 09/01/2019 12:34:41 AM 09/01/2019 12:36:28 AM 09/01/2019 12:37:14 AM 09/01/2019
Cochran Cochran Cochran Cochran Cochran Cochran
Outside Fuel Sales John Smith John Smith John Smith John Smith John Smith
e B e B s DB e O s B L]
1 n
Il \ (0RO A
-

Video record for events are displayed with an offset. For example, if you set the offset to 15 seconds

and a sales transaction occurs at 10:30:15 AM, the video capturing the transaction will start 15 seconds

earlier, at 10:30:00 AM. You can define the offset duration using the LPA Dashboard. For details, see

Configuring General Settings.

Prerequisites

e Loss Prevention Analytics collects information from cash register transaction logs (PJR files). For

this reason, you need to have PJR file processing enabled for cash registers. For details, see

Enabling PJR Files

e If video is not available for your account, Loss Prevention Analytics displays a placeholder instead

of the video.
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Using Quick Filters

Loss Prevention Analytics offers a set of presets, or quick filters, for the Video Journal. Quick filters are

located in the left pane of the Loss Prevention Analytics window. You can click a specific quick filter to

quickly get the necessary report data.

Preset Name
All events

Bookmarks

Voids & Cancels

Refunds

No-Sale

Discounts

Direct Department Sales

Age Restricted Sales

(available only for Verifone CR)

Cash Control

Payments Control

FDA Compliance

No Event

Preset Filtering Settings
Clears all selected presets
Bookmarks - shows all bookmarked events
- MOP - Cash
- Sale / Alert - Void in Sale
- Sale / Alert - Void all Sale
- MOP - Cash
- Refunds - ltemized Refunds (item refunds)
- Refunds - Non-itemized Refunds (department refunds)
Other - No-Sale
- MOP - Cash
- Sale / Alert - Discount
- Sale / Alert - Direct Department Sales
- Sale / Inside / Outside - Inside Sales
Alert - Age Verification:
- Scanned
- Manual
- Skipped
- Financial - Safe Drop
- Financial - Pay Out
- Sale / MOP - Cash
- Sale / Sum > $100
- Sale / Inside / Outside - Inside
- Sales Fuel / Merch Sales - Merchandise
- Sale / Sum > $50
- MOP - Credits
- Sale / Inside / Outside - Inside Sales
- Fuel / Merch Sales - Merchandise
- MOP - Food Stamps
- Sale / Inside / Outside - Inside
- Sales Fuel / Merch Sales - Merchandise

No Event - enabled

For more details on how to apply report filters, see Working with Filters.
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Working with the Video Journal
The Video Journal contains the following information on the events:

e Event type: Inside or outside sale, cancel, refund and so on.

e Transaction amount: The amount or the transaction if applicable.
e Event number: The numeric identifier of the transaction.

e Date/Time: The date and time of the transaction.

e Location: The location at which the transaction occurred.

e Employee: The employee who performed the operation.

e Alert: An alert icon if present.
To drill down to event details, you can perform the following operations:

e View the event details

e Check the event markers
Viewing the Event Details
Events are presented as a list in the timeline at the bottom part of the Video Journal.

e To navigate through the events, use the mouse wheel or click the right and left buttons at the

rightmost and leftmost of the timeline.

e To view the transaction details, click it in the timeline.

Outside Sale: $10.17 Inside Sale: $5.00 Inside Sale: $5.00 Inside Sale: $5.00 Inside Sale: $5.00 Inside Sale: $3.08 Insid

#1684920 #1684924 #1684926 #1684927 #1684928 #1684929 #168}

12:29:33 AM 09/01/2019 12:31:50 AM 09/01/2019 12:33:30 AM 09/01/2019 12:34:41 AM 09/01/2019 12:36:28 AM 09/01/2019 12:37:14 AM 09/01/2019 12:3

Cochran Cochran Cochran Cochran Cochran Cochran Coch

Outside Fuel Sales John Smith John Smith John Smith John Smith John Smith Artsi
U LI | LI LI e |B L A

L

0100 0 AR A

There are the following transaction details available:

e (for sale event) UPC: The item UPC.

e (for sale event) Description: The item description.

e (for sale event) QTY: The number of items of the same UPC.

e (for sale event) Each: The price of a single item.

e (for sale event) Total: The total for the items with the same UPC.

e (for sale event) Subtotal: The event subtotal.

e (for sale event) Tax: The tax amount (is not displayed when equals 0)

e (for sale event) Fee: The item fee if applicable (is not displayed when equals 0).
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e (for sale event) Total: The event total.

e (for sale event) Cash: The cash amount.

e (for sale event) Credit Card: The credit card payment amount and the last 4 digits of the card used.

e Date/Time: The date and time of the event.

e Business Date: The business date of the device, which switches after changing shifts.

e Cashier: Cashier's first and last name.
e Location: The location name.
e Register: The register number.

e Till: The cash drawer identifier.

-

Video Journal Search aQ &
Saved Filters ~ Al 2 09/01/2019 - 12/23/2019; 12:00 AM - 11:59 PM; Locations: Cochran ¥ Save Share Reset
I Inside Sale #2325253
uPC Description QTY Each Total
61300871526 ARIZONA GREE 2 $0.99 $1.98
3170005012 [EJ GAME BL CHERRY 4 $0.99 $3.96
Receipt Time: 12:00:46 AM 09/01/2019 Subtotal: $5.94
Date / Time: 12:00:15 AM 09/01/2019 Tax: $0.28
Business Date:  08/31/2019 Total: $6.22
Cashier: Mustapha Diop Cash: $7.00
Location: Cochran Change: $0.78
Register: #1
Till: 1
Shift Close Inside Sale: $6.22 Inside Sale: $0.25 Inside Sale: $5.38 Inside Sale: $17.15 Inside Sale: $3.40 Inside
#1697088 #2325253 #2325254 #2325255 #2325256 #2325257 #232
" 10:23:07 PM 09/13/2019 12:00:15 AM 09/01/2019 12:02:01 AM 09/01/2019 12:02:39 AM 09/01/2019 12:03:26 AM 09/01/2019 12:05:11 AM 09/01/2019 12:06 M
Cochran Cachran Cochran Cochran Cochran Highland Highl
Outside Fuel Sales Mustapha Diop Mustapha Diop Mustapha Diop Mustapha Diop Mustapha Diop Must.
. . .
LIERAEIn (I LT

Checking Event Markers
There are the following event markers that require special attention:

e A: Age verification
e N: No sale

R: Refund

V: Void (canceling the whole transaction)

D: Discount

C: Cancel (canceling one item)
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Outside Sale: $10.17 Inside Sale: $5.00 Inside Sale: $5.00 Inside Sale: $5.00 Inside Sale: $5.00 Inside Sale: $3.08 Inside
#1684920 #1684924 #1684926 #1684927 #1684928 #1684929 #168.
M 12:29:33 AM 09/01/2019 12:31:50 AM 09/01/2019 12:33:30 AM 09/01/2019 12:34:41 AM 09/01/2019 12:36:28 AM 09/01/2019 12:37:14 AM 09/01/2019 12:38 M
Cochran Cochran Cochran Cochran Cochran Cochran Coch:

Outside Fuel Sales ahn Smith John Smith John Smith John Smith John Smith Artsic
. a - B - @ . o . o
\ 0O R 0 T E

I
-

To view the alert explanation, hover the cursor over it.
Customizing Video Settings
You can customize the video display settings to meet your needs.

e To view the video in the full screen mode, at the bottom right, click the full screen icon.

e To download a specific video in the MP4 format, click the download icon.

e To select the view from a different angle, hover the cursor over the video and then select the
camera you need.

e To increase the timeframe of the selected event, click +1m to add an extra minute before or after

the event. It is possible to add up to 20 minutes before and after the event.

When the video for the selected event ends, the video from the same camera for the next event

starts playing automatically.

Video Journal

Saved Filters v Al £/ 05/09/2017 - 05/09/2017; 12:00 AM - 11:59 PM; Lacations: Banksville ¥ Save Share Reser

P 00:00/01:01 W +im M +im

Using Keyboard Shortcuts
You can use the following keyboard shortcuts when working with the Video Journal:

e To enter the full screen mode, press F on the keyboard. To exit the full screen mode, press F or Esc

on the keyboard.
e To navigate through the cameras, press 1, 2, 3 or 4 on the keyboard.

e To get back to the dashboard camera view, press Q on the keyboard.
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e To pause the video, press SPACE on the keyboard. To start the video after the pause, press SPACE
again.
e To select several events for printing, press and hold the CTRL key on the keyboard and then select

the necessary events.

e To copy information to the Clipboard, hover the cursor over the information and double-click with

the left mouse button.
e To navigate through the events, use the mouse wheel.

e To select a transaction ID for copying, select it by double-clicking with the left mouse button.

B Inside Sale #{[FLFE

UPC Description Each Total
644012112661 TRIPLE PLAY 1 $5.00 $5.00
Date/Time: 08:24:31 PM 03/01/2017 Subtotal: $5.00
Business Date:  03/01/2017 Total: $5.00
Cashier: Cashier #3 Cash: $5.00
Location: Banksville

Register: 101

Till: 1

Investigation Tips

e To print a specific event, open it and at the top right of the event, click the printicon. To select

several events for printing, use the CTRL key on the keyboard.

e To search for an event by the event number, at the top right of the event, click the search icon and

enter the event number.

e To postpone a suspicious transaction/event for further investigation, bookmark it. You can review

it later using the Bookmarks filter.

Age Verification Report

With the Age Verification Report you can estimate quickly the consumer's age by viewing the images

from the cameras with the consumer faces.
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Age Verification Report

Saved Filters - Alt & 12/28/2020 - 01/04/2021; 12:00 AM - 11:59 PM; Age Verification: 3; Sale: ON hd

I8 inside sale #1018816 ®

B inside sale #1013784

®
'\
4

Ca

I inside sale #1016439
=S |

Viewing the Report

intentionally as they are taken from the real cameras.

@ Loss Prevention Analytics collects information from cash register transaction logs (PJR files). For this
Files

You can view the report for the following statuses of age-restricted sales:

e All events: Displays age-restricted sales data for all statuses at once.

For confidentiality reasons, the faces on the images in the user documentation are blurred

reason, you need to have PJR file processing enabled for cash registers. For details, see Enabling PJR

e Manual: Displays age-restricted sales data confirmed by entering the customer's date of birth

manually.

e Scanned: Displays age-restricted sales data confirmed by scanning the customer's ID or driving

license.

e Skipped: Displays age-restricted sales data performed at the cash register without confirming the

age.

@ For more information about the status of age-restricted sales and peculiarities of their processing,

see Monitoring Age-Restricted Sales.

Opening the Report

To display the report for any of the above statuses:
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1. In the left menu of the Loss Prevention Analytics module, expand the Age Verification Report

section.

2. Click the corresponding status.
Result: The Age Verification Report opens for the selected status with the predefined filters

applied.

By default the following filters are applied to the Age Verification Report that opens for any status of

age-restricted sales:

e Period: The last week is selected by default.
e Time: 12:00 AM - 11:59 PM is selected by default.
e Age Verification: The status selected in the left menu is selected in this filter by default.

e Sale: ON is selected by default.

Dashboard Age Verification Report
Risk Event Chronicles
Saved Filters i Alt & 12/28/2020 - 01/04/2021; 12:00 AM - 11:59 PM; Age Verification: 3; Sale: ON b
Risk Event Rating
roNoumnal Applied filters Apply

Age Verification Report Period: 12/28/2020 - 01/04/2021

Time: 12:00 AM - 11:59 PM
All Events

Age Verification:  Manual, Scanned, Skipped

Manual

Scanned Employess: Select Employees
Skipped Register: Select Register
Locations: Select Locations
Sale: ON
Refund: Choose Settings
Financial: Choose Settings
® A inside Sale #1016169 ®
Other: Choose Settings - 0

@ For more information on how to apply filters to the report, see Working with Report Filters.

Working with Report Filters

LPA reports provide an advanced set of filters. You can use the filters to get the exact retail information

you need.

The filter pane is located at the top of LPA reports. You can perform the following operations with

filters:

e Set up filters
e Save filters

e Share filters
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Risk Event Chronicles
Saved Filters ¥ Al & Tuesday, Oct 1,2019; 12:00 AM - 11:59 PM; Locations; Cochran ~ Save Share Reset
Total Sales:
$13,551.96
Departments QTy - 1 2 3 4 5 6 7 8 9 (4] 1 2 3 4 5
Age Restricted Sales Exceptions 221 ] (1 ! L
Discounts 33 |
Cash Control 13
Refunds 1
Voids & Cancels 0
Direct Department Sales 0
Payments Control 0
FDA Compliance 0
No Event 0
No-Sale 0

Setting Up Filters
To set up a report filter:

1. At the top of the report, click the filter field.

Risk Event Chronicles
Saved Filters = |A\t & Tuesday, Oct 1,2019; 12:00 AM - 11:59 PM; Locations: Cochran nd
Total Sales:
$13,551.96
Departments QTYy - 2 3 -] £ 6 7 8 9 10 1 12 2 3 4
e Rstced saes csptions. | 221 I T
Discounts 33 ‘
Cash Control 13 ‘
Refunds. 1 ‘
Voids & Cancels a ‘

2. Inthe filter window, set up the necessary filtering conditions.
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3. At the top right of the window, click Apply.

Risk Event Chronicles
Saved Filters ke Al & Tuesday, Oct 1,2019; 12:00 AM - 11:59 PM; Locations: Cochran ¥  Save Share Reset
Applied filters Apply
Date: A\l Tuesday, Oct 1,2019 »  Done Cancel
Today Yesterday WeekAgo
Time: 12:00 AM - 11:59 PM
Locations: Cochran
Age Restricted Sales Exceptions 2z T [ ” ﬂ " ﬂ ‘ { ' H [‘
Discounts 33 ‘
|
Cash Control 13
Refunds 1 ‘
Voids & Cancels o ‘ ‘

To reset the applied filter, to the right of the filter field, click Reset.

Risk Event Chronicles
Saved Filters b Alt & Tuesday, Oct 1, 2019; 12:00 AM - 11:59 PM; Locations: Cochran - Save _5_):._3:3
Total Sales:
$13,551.96
Departments Qry - 1 2 4
F—— I 0N ‘| (NI
Discounts 33 ‘
Cash Control 13
Refunds 1
Voids & Cancels o

Each LPA report provides a different set of filters. Depending on the report type, you can use the

following filters:

e Period: Specify the necessary period and click Done. You can click a predefined period, for

example, Week or Month, or set up the period manually. Use ALT — to navigate forwards and

ALT — to navigate backwards the selected period.

e Time: Specify the time frame for events to be reported and click Done.

e Locations/Registers: Select the location(s) from the list, expand the cash registers list for the

location, select the necessary cash registers and click Done.

e Employees: Select the employee(s) engaged in the events and click Done.
e Departments: Select the department(s) from the list and click Done.

e Fuel/Merch Sales: Select the sales type — fuel or merchandise sales.

e Sale: Set up the sales events filter. Set the toggle to the ON position and configure the subfilters

within it;
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o Sum: Specify the sale amounts you want to view in the report.
o Items: Select the item tag, for example, Category, and then select items within it.
o MOP: Select the necessary MOP.

o Alert: Select the events that accompanied the specific sale — age verification (including
statuses, such as Scanned, Manual, and Skipped), discount, voiding item or voiding the whole

sale.
o Fuel/Merchandise: Select the sale type — fuel or merchandise sales.
o Inside/Outside: Select the sale type — inside or outside (for fuel).
o POS Code: Enter the item UPC to filter the report data by specific items

e Refund: Set up the refund events filter. Set the toggle to the ON position and configure the

subfilters within it:
o Itemized Refunds: Select this check box to display all item refunds.
o Non-itemized Refund. Select this check box to display all register/department refunds.

e Financial: Set up the financial events filter. Financial events affect the financial or inventory totals
but are not sale, refund or void (payout, price override, safe drop and so on). Set the toggle to the

ON position and configure the subfilters within it:

o Safe Drop Detail: Select this check box to display all safe drop instances.
o Pump Test Detail: Select this check box to display all pump events.

o Pay Out Detail: Select this check box to display all pay out events.

e Other: Select other events, such as working with pay points, reports and so on. Set the toggle to

the ON position and configure the subfilters within it:
o Shift

o Register

o Day

o Alert

o Cashier

o No-Sale

e No Event (Video Journal only): Set this filter to view no event instances. No event filters the
occasions when cameras detect motion in the customer's area, but there is no transaction in this

time frame detected at the cash register.

e Bookmarks (Video Journal only): Set this filter to view all bookmarked transactions.
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Saving Filters

You can set up a filter and save it. This option helps you to apply the filter and quickly get the necessary

report data in future.

@ Saved filters are sorted alphabetically for your convenience.

To save a filter:

1. At the top of the report, click the filter field.
2. In the filter window, set up the necessary filtering conditions.

3. At the top right of the window, click Apply.

4. To the right of the filter field, click Save, enter the filter name and click the Done icon to the right.

To cancel saving the filter, click the cancel icon.

@ Do not use duplicate filter names.

Risk Event Chronicles
Saved Filters * At & Tuesday, Oct 1, 2019; 12:00 AM - 11:53 PM; Locations: Cochran | Cochrain October-December] % X
Total Sales:
$13,551.96
Departments QY - 1 2 3 4 5 6 7 8 9 10 1 12 1 2 3 4 5 6 7 8
Age Restricted Sales Exceptions 221 H I ” HI” | l | | ” ||
Discounts 33 |
Cash Control 13
Refunds. 1
Voids & Cancels 0

To open the saved filter, in the filter pane, click Saved Filters and select the filter from the list.

Risk Event Chronicles
Cochrain Octo... ¥ Alt 2 Tuesday, Oct 1§2019; 12:00 AM - 11:59 PM; Locations: Cochran ~  share Reset
Cochrain October-December X
Total Sales:
$13,551.96

Departments QTY =~ 1 2 3 4 § 6 7 8 9 10 1 12 1 2 3 4 5 6 7 8 9
Age Restricted Sales Exceptions 221 H I ” | m‘ | ‘ ‘ | ” ”
Discounts 33 |
Cash Control 13
Refunds 1
Voids & Cancels 0
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Sharing Filters

You can copy a filter you set up and send it to other CStoreOffice® users in your company. The copied

filter is sent in the form of a link to the Loss Prevention Analytics form with the filtered results.

To copy afilter:

1. At the top of the report, click the filter field.

2. In the filter window, set up the necessary filtering conditions.

3. At the top right of the window, click Apply.

4. To the right of the filter field, click Share and in the displayed window, click Copy. The link with

the filter is copied to the Clipboard. You can now send it to company users.

Departments

Discounts

Cash Control

Refunds.

Voids & Cancels

Risk Event Chronicles

Cochrain Octo... ¥ Alt & Tuesday, Oct 1,2019; 12:00 AM - 11:59 PM; Locations: Cochran - Reser

Total Sales:
$13,551.96

Age Restricted Sales Exceptions 221 H ‘l ” | ‘II | ‘ I " ‘

Link: .. «html#pjririskeventschronicles/filterid=5e008c9b0e65ec0e

Q1Y - 1 2 3 4 5 B 7 E 9 10 1" 12 1 2 3 4 5 6 7 8 9 10 1" 12

LPA Events

Loss Prevention Analytics allows you to work with the following events:

Event Name
Sale
Void
Refund

Safe Drop

Pump Test
Pay Out
Check Cash
Drawer
Loan

Drive Off

Event Description
Aregular event of sale: inside sale and outside sale (when a customer pays at the pump).
Canceling the whole transaction.
Issuing a refund.
Dropping the money to the safe location after the amount in the cash drawer reaches a certain
amount set in the cash register settings.
Testing the fuel pump by dispensing a small amount of fuel.
Issuing a pay out (to pay for some services, for example).
Cashing the customer's check. Fee is applied for this action.
Moving money from one cash drawer into the other. For example, when a cashier doesn't have
enough change.

An event when customer fueled the car and left without paying.
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Event Name Event Description
Pay In Making a pay in.
Moving money from safe into the cash drawer. For example, when a cashier doesn't have enough
Safe Loan
change.
No Sale An event of opening the cash drawer to break up the money, for example.
Drawer ) )
An event of opening a cash drawer with a key.
Alarm
Day ‘ ,
An event of opening and closing the day.
Open/Close
Shift . _ _
An event of opening and closing the shift.
Open/Close
Register ) ) )
An event of opening and closing the register.
Open/Close
Paypoint ) ) )
An event of opening and closing the paypoint.
Open/Close
This event appears when customer's camera detects some movement, but there is no cash
No Event . . .
register event in the relevant period.
Lottery
(payout, An event of lottery online/regular sale.
online sale, An event of issuing a lottery paypout.
sale)

Cancel/Error ) ) o
. Removing one or several items from sale when it is still in progress.
Correction

The following parameters are available for each event:

Parameter Name Parameter Description
Event End The event end time.
Event Start The event start time.

A measurement of time that typically refers to any day in which normal business is conducted.
Business Date This is generally considered to be Monday through Friday from 9 AM to 5 PM local time, and

excludes weekends and public holidays.
Cashier Cashier's name or cashier's ID if the name is absent.
Location The location name or location ID if the name is absent.

Register/Pump | The number of cash register/pump.
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Enabling PJR Files

PJR files are POS journal files that contain transaction details from your register. You can enable these
files in CStoreOffice® and for your cash register if applicable following the instructions below.

e Enabling PJR Files in CStoreOffice®

e Enabling PJR Files for Gilbarco Passport

e Enabling PJR Files for Wayne Nucleus

e Enabling PJR Files for Verifone Sapphire / Topaz / Commander

e Enabling PJR Files for Verifone Plain Ruby

e Enabling PJR Files for Radiant

e Enabling PJR Files for SmartPOS

Enabling PJR Files in CStoreOffice®
To enable PJR files in CStoreOffice ®:

1. From the CStoreOffice® home page, go to Settings > General > Locations.

2. In the Locations list, select the necessary location and click Edit at the top right corner of the
page.

3. In the location settings form, go to MISC > Journal Settings.

Select the Enable PJR Processing option.

Configure other PJR settings, if needed.

o v A

At the top right of the form, click Save.

General Cochran : Options : MISC

General

Station Options sl

Journal Settings

Fuel VIP Ch{?ck-in Dption.s Enable PJR processing I

SysGReaETY Dol Check presence of PJR files and enable
Fuel Allowance Station Tax Comments processing automatically

Docflow DPS Support Keep Transaction Log Files on CR (DC)
Cash Register LPA Settings Remove sent PJR files from CR

Cash Registe_rs and Fuel Remove PJR files innules
MRS ::hme:z:':apﬂmﬂ Connection Tlmeoulecuﬂds

@ For more information on how to configure other PJR settings for the location, see MISC > Journal
Settings.
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Enabling PJR Files for Gilbarco Passport
To enable PJR Files for Gilbarco Passport:

1. On the main Passport register, sign in to the Manager workstation.
2. Click Setup.

3. Click Store.

4. Click Back Office.

You might need to scroll down to see this option.

5. Click Back Office Interface.

6. Under the Document Generation section, do the following:
a. Clear Combine Transaction Level Detail Files (PJR).
b. Select Generate Transaction level detail (PJR).
c. Select Drop UPC Check Digit.

PJR files will start generating after the next day close.

Enabling PJR Files for Wayne Nucleus
To enable PJR files for Wayne Nucleus:

1. Sign in to the main Nucleus register using the credentials of the highest level.
2. At the top, tap the clock icon.

3. Click Programming.

4. Go to System > Backoffice Configuration.

5. Go to NAXML Configuration.
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Enable the POS Journal option.
Set Number of Events to 1.
Set Time in Minutes to 0.

Tap OK.

e L ®©® N o

Tap OK again.

11. Go to File and then tap the close icon.
PJR files will start generating after the next day close.
Enabling PJR Files for Verifone Sapphire / Topaz / Commander

Nothing needs to be done to enable this feature on these cash registers.

Enabling PJR Files for Verifone Plain Ruby

This feature is not supported for plain Ruby registers.

Enabling PJR Files for Radiant
PJR files from the Radiant cash register are processed in CStoreOffice® in two formats: XML and ZIP.
This feature can be activated only by the cash register manufacturer.

Please contact the Technical Support representatives of your cash register vendor and ask them to

enable generating the NAXML-POSJournal files every 15 minutes.

Enabling PJR Files for SmartPOS
To enable PJR files for SmartPOS:

1. Access the SmartPOS cash register.
2. Go to Settings > POS > Journal Data Export.
3. Enable the Export Journal Data option.

4. Save the settings.
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